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Abstract:

Cryptocurrencies have become an integral part of the evolving digital financial ecosystem, offering
a decentralized alternative to traditional financial systems through blockchain technology. Their ability to
facilitate secure, transparent, and efficient peer-to-peer transactions has accelerated innovation in digital
finance, expanded financial inclusion, and created new investment opportunities. Despite these advantages,
the rapid growth of cryptocurrency markets has introduced significant regulatory challenges, including
market volatility, financial fraud, cybersecurity risks, money laundering, terrorist financing, tax evasion,
and inadequate investor protection. The absence of a harmonized global regulatory framework has further
complicated efforts to regulate cryptocurrency markets, creating uncertainty for policymakers, financial
institutions, businesses, and investors.

This study examines the major regulatory challenges associated with cryptocurrencies and explores
how regulatory frameworks can balance technological innovation with investor protection and financial
stability. It reviews the regulatory approaches adopted by different countries and examines the evolving
regulatory landscape in India, with particular emphasis on the role of the Reserve Bank of India (RBI),
taxation policies, Know Your Customer (KYC) and Anti-Money Laundering (AML) requirements, and
recent legal and policy developments. The study also highlights the importance of international cooperation
in addressing the cross-border nature of cryptocurrency transactions and establishing consistent regulatory
standards.

The research adopts a descriptive and analytical approach based on secondary data collected from
peer-reviewed journal articles, government publications, policy reports, and reports issued by national and
international regulatory organizations. The findings indicate that a clear, transparent, and technology-
neutral regulatory framework is essential to encourage innovation while safeguarding investors and
maintaining financial stability. The study concludes that effective regulation, supported by strong
institutional coordination and international collaboration, can strengthen investor confidence, promote
responsible innovation, and contribute to the development of a secure, resilient, and sustainable
cryptocurrency ecosystem.

Keywords: Cryptocurrency; Blockchain; Regulation; Investor Protection; Financial Stability;
AML/KYC; Taxation; RBI; Cybersecurity; International Cooperation.

Introduction: innovative and decentralized financial ecosystem,

The emergence of blockchain and disrupting the heavy reliance on traditional forms
cryptocurrencies introduced a novel way of of intermediation for financial transactions. The
building a more integrated, streamlined, rapid capitalization of cryptocurrency and related
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markets, however, brought volatility, serious
fraud and other financial crimes. The borderless
nature of these instruments coupled with the lack
of oversight and control, pose serious challenges
for regulatory authorities, especially regarding the
protection of investors.

Integration of these concerns in the
evolving cryptocurrency regulation in India
focuses primarily on the taxation of Virtual
Digital Assets (VDAs), KYC and AML
regulations, and the jurisdiction of the Reserve
Bank of India (RBI). Innovation vs. stability of
the financial system vs. protection of investors is
the more general focus of regulatory authorities
across the world. Cryptocurrency brings with it a
host of wunique challenges to regulatory
authorities. This research takes these challenges
into consideration, and focuses on the
International regulatory systems and frameworks,
juxtaposed with the Indian regulatory system to
capture the intricacies of the regulatory
frameworks, the edicts of regulatory clarity, and
the cooperation of multiple authorities in the
innovative and evolving cryptocurrency industry.

Objectives:

1. To examine the major regulatory challenges
associated with cryptocurrencies, including
market volatility, cybersecurity, financial
fraud, money laundering, taxation, and
investor protection.

2. To compare the international approaches to
cryptocurrency regulation and assess how
different  countries
innovation, regulatory compliance, and
financial stability.

balance financial

3. To assess the evolving cryptocurrency
regulatory framework in India, with particular
focus on the RBI, taxation, KYC and AML
requirements, investor  protection, and
emerging policies.

Need:

1. To understand the growing need for effective
cryptocurrency regulation and its relevance to
the stability and integrity of the digital
financial system.

2. To  identify  regulatory gaps and
implementation challenges arising from the
decentralized and cross-border nature of
cryptocurrency transactions.

3. To highlight the importance of balanced and
technology-neutral regulation that supports
innovation while minimizing risks to
investors and financial markets.

4. To contribute to the discussion on
strengthening cryptocurrency regulation in
India through regulatory clarity, institutional
coordination, investor safeguards, and
international cooperation.

Literature Review:

Early literature on cryptocurrency
regulation was primarily concerned with legal
issues and the financial risks associated with the
lack of regulation. Currently, the scope of
literature  regarding  the  regulation  of
cryptocurrencies is much wider and now includes
concerns about cyber security, anti-money
laundering (AML), taxation, investor protection,
sustainability, and cooperative international
regulation. Bursi and Greco (2025) and Wakse
(2025) claim regulatory  disparities and
inconsistent classification systems, as well as
differing compliance requirements, as barriers to
effective global regulation. In India, Ahmad,
Muzammil and Shaikh (2025) and Mehrotra
(2024) consider taxation, financial crime, cyber
security, privacy, and regulatory uncertainty as
major challenges. They all advocate for the
creation of more comprehensive regulations.

The focus of recent studies has begun to
shift toward the adoption of the technologies
associated with the management of risks related
to cryptocurrencies. Blockchain analytics, digital
identity, and technology driven AML systems all
have potential uses in fighting money laundering.
Liu and Li (2025) argue for the introduction of
greater systems for monitoring and detection of
threats to security because of the set of available
technologies. Meanwhile, the Financial Stability
Board (2022) has adopted a position of concern
regarding the potential risks of financial stability
as well as the integrity of markets and investors,
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and Kohli et al. (2022) have expressed concerns
regarding the impact of cryptocurrencies on the
environment.

Previous publications have linked
cryptocurrencies to volatility, criminal activities,
tax avoidance, and evasion along with difficulties
faced by investigators. Oztiirk and Siiliingiir
(2021) have approached the regulatory
fragmentation issue, and Rico Shirakawa and
Korwatanasakul (2019) recognize the need for
better governance and more open regulatory
systems. Within this body of literature, a more
balanced, technology neutral, risk centred, and
cooperative regulatory framework enhances
capacity, strengthens  partnerships, and
encourages responsible, goal oriented innovation.
This framework also maintains and improves the
global economic and financial systems.

Research Gap:

Currently, studies on cryptocurrency
regulation analyse separate concerns around
volatility, fraud, cybercrimes, financial crimes,
plus issues like liquidity, taxation, regulatory
uncertainty, and investor concerns. Issues of
separation result in somewhat limited knowledge
of the legal, financial, and regulatory intersections
of technology. International approaches to
regulation differ, but scant attention has been paid
to what India’s flexible, consistent framework of
regulation could look like. Assessing the RBI,
KYC, AML, emerging regulations, and taxation
leaves considerable room for uncertainty about
how regulatory frameworks could balance the
protection of investors, the stability of the
financial system, and promote innovation of
technology.  Consequently, an  integrated,
technology-neutral, and risk-based approach
focusing on international regulatory frameworks,
coordination, and Indian technology development
is required to define regulatory concerns. There is
a clear opportunity to address the gaps in
international regulatory frameworks, India's
technology development, and provide a risk-
based, integrated, and transparent approach,
advanced regulatory clarity, and improved
international regulatory frameworks.

Research Methodology:

1. Research Design: This study embraces a
descriptive research design, concerned with
difficulties posed by cryptocurrency and the
changing structures of cryptocurrency
regulation in India and other countries.

2. Data Collection: This study uses secondary
data from relevant academia, government,
regulations, law, and policy.

3. Secondary Data Sources: Secondary data
was extracted from peer-reviewed research
papers, academic journals, government and
RBI publications, policy papers, legal
documents, and publications by both local and
global regulatory authorities.

4. Sampling Method: A selective approach was
utilized where only relevant secondary
literature and documents concerning the
regulation of cryptocurrency, regulatory
issues, India, and global regulatory
frameworks were considered.

5. Method of Analysis: Thematic and
comparative analyses were used to study the
data. The literature was surveyed to identify
key regulatory issues and frameworks. A
comparison was drawn between regulatory
strategies of other nations and that of India’s
evolving framework.

6. Limitation: The study is confined by the
availability and quality of secondary data and
the fast changing nature of both
cryptocurrency technologies and regulatory
frameworks.

Major Regulatory Challenges:

Cryptocurrency regulation presents a
multidimensional challenge involving legal,
financial, technological, and institutional
concerns. Its decentralised and cross-border
nature  makes  conventional
accountability, taxation, and financial monitoring

supervision,

more difficult. Key concerns include regulatory
uncertainty, financial crime, cybersecurity,
market volatility, investor protection, taxation,
and cross-border enforcement. Differences in how
countries classify and supervise cryptocurrencies
further create regulatory fragmentation and may
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encourage regulatory arbitrage. Money laundering
also remains a concern because pseudonymous
transactions can make identifying participants and
tracing funds difficult, particularly across
jurisdictions and  decentralised  platforms.
However, blockchain records can preserve
transaction histories, allowing authorities to trace

activities when appropriate analytical methods are
available. Therefore, the regulatory challenge lies
not simply in cryptocurrency anonymity, but in
developing effective mechanisms to monitor
transactions while addressing the wider financial
and technological characteristics of digital assets.

Summary of Key Challenges Identified from the Literature

Major Challenge

Analysis of the Issue

Regulatory uncertainty

Differences in legal classification and regulatory treatment create
uncertainty for market participants and regulators.

illicit activities

Money laundering and | Pseudonymous and cross-border transactions can complicate
identification, monitoring, and enforcement.

Cybersecurity

Exchanges, wallets, blockchain networks, and smart contracts
remain exposed to technical vulnerabilities and cyberattacks.

Market volatility

Significant price fluctuations create risks for investors and may have
implications for broader financial stability.

Investor protection

Fraud, inadequate disclosure, and limited mechanisms for dispute
resolution can increase risks faced by users.

compliance

Taxation and | The distinctive nature of digital assets creates difficulties in
classification, reporting, taxation, and accounting.

Cross-border

enforcement

National regulatory systems may have limited effectiveness when
cryptocurrency activities extend across multiple jurisdictions.

Beyond financial concerns, cybersecurity
is a major regulatory issue because weaknesses in
blockchain systems, consensus mechanisms, and
smart contracts can lead to unauthorised
manipulation, financial losses, and reduced
confidence in digital assets. Cryptocurrency price
volatility also exposes investors to substantial
losses and may create concerns for financial
stability as digital assets become increasingly
connected with traditional financial markets. In
addition, investor and consumer protection
remains challenging due to fraud, limited
disclosure, cybersecurity incidents, and unclear
accountability within decentralised systems.
Taxation, reporting, and accounting are also
complicated because cryptocurrencies do not
always fit existing financial classifications,
particularly in evolving regulatory environments.
Finally, the cross-border nature of cryptocurrency
transactions limits the effectiveness of purely
domestic regulation, as participants and service
providers may operate under different legal

systems. Effective oversight therefore requires
stronger international cooperation, information
sharing, regulatory coordination, transparency,
and accountability to address these interconnected
financial, = technological, @ and  regulatory
challenges.

Overall Interpretation: The secondary data
indicate that cryptocurrency regulatory challenges
are  closely interconnected rather than
independent. Regulatory fragmentation can
complicate AML enforcement; cybersecurity
weaknesses can increase investor risks; volatility
can affect financial stability; and unclear taxation
and legal classification can create additional
compliance difficulties. Therefore, the central
regulatory issue emerging from the literature is
not simply whether cryptocurrencies should be
regulated, but how existing regulatory systems
can effectively address their distinctive
characteristics without unnecessarily restricting

technological and financial innovation.

72



I[JAAR

Vol. 7 No. 48

ISSN - 2347-7075

Financial and Security Risks:

The analysis of the secondary literature

indicates that cryptocurrencies are associated with
a broad range of financial and security risks
arising from their decentralized structure,
technological complexity, market behaviour, and
limited dependence on conventional financial
intermediaries. The reviewed studies show that
these risks extend beyond fluctuations in
cryptocurrency prices and include fraud, market
manipulation, liquidity and operational concerns,
cyberattacks, wallet and exchange vulnerabilities,
consensus-level attacks, smart-contract
weaknesses, and potential misuse for illicit
financial activities. Importantly, these risks are
interconnected, meaning that a technological
weakness can result in direct financial losses,
while financial instability can affect investor
confidence and the wider development of the
cryptocurrency ecosystem.
1. Market Volatility and Financial Risk:
Market volatility is one of the most consistently
identified financial risks associated with
cryptocurrencies. The reviewed literature
indicates that cryptocurrency prices can
experience  substantial  fluctuations  within
relatively short periods, exposing investors and
businesses to considerable financial uncertainty.
Such volatility makes the value of digital assets
difficult to predict and can result in significant
gains or losses depending on market conditions.
The literature also identifies speculation and
liquidity-related ~ concerns as important
components of cryptocurrency risk.

The relationship between cryptocurrency
markets and the wider financial environment is
also more complex than complete independence
from traditional markets would suggest. Research
examining Bitcoin's behaviour found that its
already high volatility can increase around major
monetary-policy announcements. The study
further indicates that monetary-policy
developments can have persistent effects on
Bitcoin valuations, suggesting that cryptocurrency
markets can respond to broader macroeconomic
and financial conditions.

2. Financial and Monetary Stability: The
literature further identifies potential concerns
regarding financial and monetary stability. As
cryptocurrency adoption and transaction volumes
increase, digital assets may interact more closely
with conventional financial institutions, payment
systems, and financial markets. This could create
challenges for monetary-policy implementation,
payment-system functioning, prudential
supervision, and the broader stability of the
financial system.

However, the reviewed literature does not

establish that cryptocurrencies have already
caused systemic financial instability. Rather, it
identifies these as potential concerns that may
become more significant as cryptocurrency
markets expand and their links with the traditional
financial system become stronger. This
distinction is important because the magnitude of
financial-stability risks depends partly on the
scale and nature of cryptocurrency adoption.
3. Fraud, Theft and Market Manipulation:
Fraud, theft, and market manipulation represent
additional financial risks. The literature associates
relatively weakly regulated cryptocurrency
markets with fraudulent activities, theft,
speculative behaviour, and manipulation of asset
prices. Such practices can cause direct financial
losses and weaken confidence among investors
and other market participants.

Initial Coin Offerings (ICOs) also appear
as an area of concern because they can provide
cryptocurrency ventures with an alternative form
of capital raising outside traditional regulated
financial markets. This may expose investors to
greater uncertainty regarding the credibility of
projects, the information available to investors,
and the level of protection available when
projects fail or become subject to misconduct.

4. Cybersecurity and Digital-Asset Theft:
Cybersecurity forms a major part of the security
risks identified in the reviewed studies. Although
blockchain technology provides mechanisms for
maintaining  distributed records, the wider
cryptocurrency ecosystem includes exchanges,
wallets, smart contracts, applications, and
network infrastructure that may contain separate
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vulnerabilities. Consequently, security at the
blockchain level does not necessarily guarantee
security throughout the entire cryptocurrency
environment.

The reviewed literature documents several
major security incidents that resulted in
substantial financial losses. These include the
DAO attack, the Parity wallet vulnerability, the
Coin check exchange theft, and the Poly Network
cross-chain attack. Such incidents demonstrate
how technological weaknesses can translate
directly into economic losses for individuals and
institutions.

5. Blockchain, Consensus and Smart-Contract
Risks: Cryptocurrency networks may also be
exposed to attacks targeting their consensus and

network mechanisms. The literature identifies
double-spending, Sybil, denial-of-service, selfish-
mining, and 51% attacks among the major
technical threats affecting blockchain systems. A
51% attack, for example, can arise when an
attacker obtains sufficient computational power or
network stake to influence transaction validation,
potentially affecting the integrity and reliability of
the network.

Smart contracts introduce another layer of
technological risk. Vulnerabilities within contract
code can result in unintended or unauthorised
outcomes. The reviewed research identifies re-
entrancy and integer-overflow vulnerabilities and
examines the importance of detecting such
weaknesses within smart-contract systems.

Summary of Key Risks
Risk Area Central Concern Identified
Market volatility Significant and unpredictable price movements

Financial stability

Possible effects on payment systems and financial markets

Fraud and manipulation

Investor losses and reduced market confidence

Cybersecurity

Hacking and technological vulnerabilities

Wallet and private-key security | Unauthorised access or loss of digital assets

Consensus attacks

Possible disruption or manipulation of blockchain operations

Smart-contract vulnerabilities

Financial losses arising from coding weaknesses

Illicit financial activity

Potential misuse for money laundering and cybercrime

6. Illicit Financial Activities: The literature also
associates cryptocurrencies with potential risks
relating to money laundering, cybercrime, illegal
markets, and other illicit activities. Their
pseudonymous characteristics and cross-border
functionality may create difficulties for
identifying  participants and  monitoring
transactions. However, the reviewed sources also
indicate  that  cryptocurrency should not
automatically be regarded as inherently criminal.
Some studies point out that criminal and terrorist
organisations may themselves face practical
limitations when using cryptocurrencies,

including concerns relating to traceability and
operational security.

Overall Interpretation: Cryptocurrency risks are
closely interconnected, involving financial,
technological, and security concerns. Price
volatility can cause substantial losses, while
fraud, cyberattacks, exchange failures, and wallet
vulnerabilities can increase financial exposure.
Growing adoption may also affect payment
systems, financial supervision, and financial
stability. Therefore, effective risk assessment
should consider market volatility, cybersecurity,
operational resilience, technological
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infrastructure, and illicit financial activities

together.

International Regulatory Approaches:
International approaches to
cryptocurrency regulation differ significantly in
their scope, structure, and treatment of digital
assets. The European Union, through MiCA,
follows a comprehensive, rules-based framework
covering disclosure, authorisation, supervision,
market integrity, and financial stability. The
United States primarily applies existing securities,
commodities, AML, and money-transmission
laws, with the SEC distinguishing securities from
non-securities while the CFTC, FinCEN, and
state authorities exercise relevant oversight. The
United Kingdom is developing an outcomes-
focused framework  emphasising  broader
supervision, regulatory clarity, and consumer
protection. Singapore adopts a proactive licensing

approach under the Payment Services Act,
supported by AML, capital, and custodial
requirements alongside innovation sandboxes.
India, in comparison, maintains a cautious and
evolving position, with limited regulatory clarity
despite taxation and AML measures.

The approaches also differ between rules-
based, principles-based, and enforcement-led
models. Across jurisdictions, AML/CFT and
KYC requirements, influenced by FATF
standards and the Travel Rule, have become
increasingly important, although implementation
remains Differences in  asset
classification—as commodities, or

uneven.
securities,
payment tokens—also determine the applicable
regulator, licensing requirements, and supervisory
framework.

The table
jurisdictions on these points:

below compares major

K Inst t /
Jurisdiction Regulatory Stance %y nstrumen Main Implication
Approach
EU Rules-based MiCA; licensing  and | Harmonised régulation and
disclosures stronger oversight.
USA Fragmented, SEC/CFTC, FinCEN and | Strong enforcement but
enforcement-led state rules regulatory uncertainty.
: Great larit d
UK Outcome-focused FCA crypto regulations reatet ¢ arl. Y a
consumer protection.
. Permissive ~ with | Payment Services Act and | Licensed  activity = with
Singapore . . .
strict oversight fintech sandbox strong compliance.
. Restrictive and | Taxation, RBI measures | Regulatory uncertainty
India . .
evolving and AML remains.
Global Risk-based, FATF  recommendations | Common principles; uneven
(FATF/FSB) | standards-focused | and FSB guidance implementation.
The comparative evidence highlights key compliance regimes and potential

double

challenges. Jurisdictional fragmentation and legal
ambiguity create regulatory arbitrage: firms may
shift operations to more permissive locales, and
illicit actors exploit gaps. Enforcement remains
uneven — e.g., many countries lack dedicated
crypto supervision despite FATF’s “binding
standards” on VASPs. Cross-border crypto
transactions strain national regimes, underscoring
the need for information-sharing and mutual
assistance. For market participants, these
divergent approaches mean navigating complex

regulation (or outright prohibitions) depending on
jurisdiction.

Overall, the suggests that
international crypto regulation is characterized
by complexity and inconsistency. Different legal
frameworks (securities vs commodities vs e-

literature

money) and regulatory philosophies influence
how firms operate and how effectively risks
(fraud, AML, financial stability) are managed.
The net effect is an uneven global landscape:

responsible innovation can flourish where

75



I[JAAR

Vol. 7 No. 48

ISSN - 2347-7075

regulators have clarity and cooperation, but
market integrity and stability depend on closing
the many gaps that remain.

Cryptocurrency Regulation in India:
India’s cryptocurrency regulatory
framework has evolved from initial warnings and
financial restrictions to judicial intervention,
proposed legislation, disclosure requirements,
taxation, and AML measures. The RBI restricted
banks and NBFCs from providing
cryptocurrency-related services in 2018, but the
Supreme Court overturned this restriction in
2020. Proposed legislation in 2019 and 2021
sought to prohibit private cryptocurrencies, but
neither proposal was enacted. Companies were
required to disclose cryptocurrency holdings and
transactions in 2021, while a 30% tax on
cryptocurrency gains was introduced in 2022.
Despite these developments, comprehensive legal
clarity remains absent.
Major Regulatory Concerns:
e Financial Stability and Volatility: High
cryptocurrency price fluctuations expose
investors to significant losses and may create

potential financial-stability concerns as crypto
markets become increasingly connected with
traditional financial systems.

e AML/CFT and Illicit Use: Pseudonymous
and cross-border transactions can complicate
the identification and monitoring of money
laundering and other illicit activities.
Blockchain analytics can, however, support
transaction tracing.

e Investor/Consumer Protection: Fraud,
exchange hacks, inadequate disclosures,
asset-loss risks, and limited grievance-

redressal mechanisms create significant risks
for cryptocurrency users.

e Cybersecurity and Technological Risks:
Exchanges, wallets, smart contracts, and
blockchain networks remain vulnerable to
hacking, wallet breaches, consensus attacks,
and technical weaknesses, potentially
resulting in financial losses.

e Regulatory Authority and Legal Clarity:
The absence of comprehensive legal status
creates uncertainty for investors and

businesses and  complicates  taxation,

enforcement, supervision, and accountability

Table: Key Regulatory Milestones

Milestone/Measure Year

Core Effect/Implication

Companies Act disclosure rules | 2021

Required disclosure of crypto holdings and
transactions.

Proposed banning private crypto and introducing

RBI public risk advisories 17

Draft Digital Currency Bill 2021 .
digital currency.
Supreme Court ruling 2020 Overturned the RBI banking restriction.
Draft Crypto Bill 2019 Proposed banning private cryptocurrencies.
RBI banking ban 2018 Res.trlcted banks/NBFCs from servicing crypto
businesses.
2013-

Issued initial warnings on crypto risks.

Overall Interpretation:

The identified regulatory concerns are
closely interconnected. Volatility and fraud
increase investor risks, weak AML controls may
facilitate illicit activities, cybersecurity failures
can cause financial losses, and legal uncertainty
can weaken effective  supervision and
enforcement. Overall, the literature identifies

regulatory uncertainty as India’s

than uncertainty or blanket prohibition,

therefore important. The framework should
strengthen AML/KYC, consumer protection,
transparency, licensing, and  regulatory

coordination while aligning with global standards
such as FATF. A technology-neutral and risk-

central
challenge. Clear and balanced regulation, rather
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based approach can address -cryptocurrency-
related risks while supporting responsible
innovation.

Key Findings:

The analysis of the four themes indicates
that cryptocurrency regulation is an evolving
issue shaped by legal uncertainty, financial risks,
technological vulnerabilities, and regulatory
differences across jurisdictions. The literature
highlights concerns relating to market volatility,
cybersecurity, fraud, money laundering, investor
protection, taxation, and the difficulty of
supervising cross-border transactions.
Internationally, regulatory approaches vary from
restrictive policies to more structured supervisory
frameworks, reflecting differences in national
priorities and regulatory environments. In India,
the regulatory approach has gradually moved
from caution towards greater emphasis on
taxation, AML/KYC compliance, and oversight,
although broader regulatory clarity remains an
important concern. Overall, the findings indicate
that cryptocurrency regulation should be clear,
proportionate, risk-based, and technology-neutral.
Such an approach can address legitimate financial
and security concerns while maintaining
sufficient space for responsible innovation and
supporting a more transparent, stable, and
accountable digital-asset ecosystem.

Conclusion:

The study establishes that cryptocurrency
regulation has become an important policy
concern due to the growing influence of digital
assets on financial markets, investment activities,
and technological innovation. The analysis
identifies  regulatory = uncertainty, = market
volatility,  financial  fraud,  cybersecurity
vulnerabilities, money laundering, taxation
challenges, investor protection, and cross-border
enforcement as closely connected concerns.
International regulatory experiences demonstrate
that effective oversight requires clarity,
consistency, proportionality, and sufficient
flexibility to accommodate technological
developments. In India, regulatory measures have

progressively expanded from initial caution
towards taxation, AML/KYC compliance, and
greater oversight; however, the absence of a
comprehensive regulatory framework continues
to create uncertainty.

In view of these findings, India should
consider a clear, risk-based, activity-focused, and
technology-neutral regulatory framework.
Effective licensing and supervision of exchanges
and custodians, strengthened KYC/AML
mechanisms, transparent disclosure requirements,
investor safeguards, cybersecurity standards, and
appropriate  grievance-redressal mechanisms
should form key components of such a
framework. Clear taxation and accounting
provisions, coordinated regulatory supervision,
and international cooperation are equally
important for addressing cross-border risks. A
balanced regulatory approach can strengthen
market integrity, protect investors, support
financial stability, and provide a predictable
environment for the responsible development of
cryptocurrency and blockchain-based innovation.
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