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Abstract:

One of the safest and most reliable biometric methods for identifying and authenticating
people is iris recognition. It provides precise and non-intrusive identification by utilizing the
distinct and consistent patterns seen in the human iris. In addition to discussing several uses,
difficulties, and potential future directions, this paper provides a thorough overview of the
current status of iris recognition technology, covering both early and recent improvements. Along
with advancements in deep learning and multimodal biometrics, we discuss essential elements of
iris recognition systems, including image acquisition, preprocessing, feature extraction, and
matching algorithms. In this paper the particular focus is placed on developments to improving
accuracy, processing in real-time, and integrating into mobile and Internet of Things
applications.
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Introduction:

Iris  recognition has attracted
considerable interest in recent decades due
to its high accuracy, robustness against
spoofing, and non-intrusive nature. The
uniqueness of the iris, along with its stability
throughout a person’s lifetime, makes it an
ideal biometric trait for identification and
verification  systems. Iris  recognition
involves several key stages: image
acquisition, segmentation, feature extraction,
and matching. In recent years, advancements
in image processing, machine learning, and
deep learning have significantly improved
the performance and applications of iris
recognition systems. The principles, current
developments, applications, and difficulties
in the field of iris recognition are thoroughly
reviewed in this paper.

Iris Recognition Principle:

Iris  recognition  operates by
capturing high-quality images of the human
iris and extracting unique features for
comparison against stored templates in a
database. The main principles of iris
recognition include the following stages:
Image Acquisition:

The first step in iris recognition is
image acquisition, which involves acquiring
a high-resolution image of the eye. The
accuracy of future recognition is directly
influenced by image quality, making this
stage critical. Modern systems mostly use
near-infrared (NIR) light to increase contrast
between the iris and its surroundings,
whereas earlier systems used visible light
(Maharjan et al., 2022). This ensures higher
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image quality and allows for recognition
even in low-light conditions.
Iris Segmentation:

The process of separating the iris
from the other parts of the eye, such as the
pupil, sclera, and eyelids, is known as iris
segmentation. Accurate segmentation is
required to guarantee that just the iris is
evaluated. Several iris  segmentation
methods were developed, including active
contour models and Hough transform-based
algorithms. Deep learning algorithms have
recently demonstrated potential in increasing
segmentation accuracy under real-world
situations such as eyelid occlusions or
changes in gaze direction (Cheng et al.,
2023).

Feature Extraction:

Feature extraction is the process of
encoding the iris's distinct texture into a
compact,  recognizable  form. Early
approaches  for  extracting texture
characteristics included Gabor filters and
wavelet transformations.

Recent improvements have focused
on deep learning-based approaches, in which
convolutional neural networks (CNNs)
automatically learn discriminative
characteristics from the iris image, hence
enhancing identification performance (Wang
et al., 2022). These techniques are more
robust to variations in image quality and
illumination.

Matching and Classification:

After extracting the iris features,
they are compared to a previously saved
template to ensure that they match. Various
matching algorithms, like as Hamming
distance and cosine similarity, are utilized to
analyse the degree of similarity between the
query and stored iris patterns. Efficient
matching is crucial for rapid and accurate
identification, particularly in large-scale
systems (Zhao et al., 2024).
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Recent Developments in Iris Recognition:
In recent years, there have been
significant advances in iris recognition
technology. These advancements have
centered on increasing accuracy, enabling
real-time processing, and broadening the use
of iris recognition systems.
Deep Learning in Feature Extraction:

Deep learning approaches have
transformed iris identification by automating
and  optimizing  feature  extraction.
Convolutional neural networks (CNNs) have
shown particularly effective in learning
complicated patterns in iris images. Wang et
al. (2022) found that CNNs outperformed
standard  approaches  for  extracting
discriminative  features, particularly in
difficult settings like partial occlusions or
noisy pictures. This method reduces the
requirement  for  handmade  feature
extraction, hence enhancing accuracy and
scalability.

Multimodal Biometric Systems:

Recent study has looked into the
integration of iris recognition with other
biometric modalities to improve system
robustness and  security.  Multimodal
biometrics  integrates  attributes  like
fingerprints, faces, and iris to provide more
security and dependability.

Cheng et al. (2023) emphasized the
advantages of multimodal systems, which
are more resistant to spoofing and can
deliver higher recognition accuracy in
diverse environments.

Real-Time Iris Recognition:

Real-time iris detection is becoming
more practical because to advances in
computing power and efficient algorithms.
Zhao et al. (2024) suggested a high-speed
iris recognition system that can identify
subjects in real time even if they are moving
or not properly aligned with the camera.
This technology enables iris identification in
dynamic contexts such as airports and border
control checkpoints.

293



IJAAR

Iris Recognition in Mobile and 10T
Devices:

The integration of iris recognition
into mobile devices and the Internet of
Things (loT) has advanced significantly.
Mabharjan et al. (2022) addressed how iris
recognition technologies are being used on
mobile platforms to provide secure
authentication for applications such as
mobile banking and device access. With the
growing usage of smartphones and loT
devices, using iris recognition for user
identification provides increased security
while being user-friendly.

Applications of Iris Recognition:

Iris recognition has a wide variety of
applications in numerous disciplines. Its
great precision and security make it perfect
for delicate and high-risk situations.
Security and Access Control:

Iris recognition is commonly utilized
in physical security and access control. It is
especially beneficial for safeguarding high-
risk areas including government buildings,
data centers, and military locations (Zhao et
al., 2024). The system’s high accuracy
reduces the risk of unauthorized access,
making it an essential tool for modern
security infrastructure.

Border Control and Immigration:

Iris recognition plays a crucial role
in border control and immigration systems.
At airports and other border checkpoints, iris
recognition allows for quick and precise
identification, reducing wait times and
improving security (Cheng et al., 2023). It
enables seamless, contactless identification,
which increases the overall efficiency of
immigration operations.

Healthcare:

In healthcare, iris recognition may
be used to identify patients and ensure that
medical data are connected to the proper
person. This application lowers the
likelihood of misidentification in important
situations, such as emergency medical
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treatment (Wang et al.,, 2022). It also
provides safe access to patient data,
protecting privacy and confidentiality.
Mobile and Consumer Devices:

With the growth of mobile and
wearable technologies, iris recognition has
been integrated into consumer products to
provide user identification. It is used to
unlock cellphones, authorize transactions,
and protect personal information (Maharjan
etal., 2022).

Challenges in Iris Recognition:

Despite its tremendous benefits, iris
recognition confronts some problems that
must be overcome before general usage. One
of the most difficult aspects of iris
identification is  getting  high-quality
photographs of the iris, which can be
hampered by variables such as low
illumination, motion, and eye misalignment.
Advances in NIR imaging and better camera
sensors have helped, but limitations still
exist in dynamic situations (Zhao et al.,
2024).

Scalability:

Scalability is an challenge when iris
recognition technologies are used in large-
scale applications like airports or national ID
schemes. To manage large databases of iris
templates and ensure speedy retrieval for
real-time recognition, effective algorithms
and storage solutions are required (Zhao et
al., 2024).

User Cooperation:

Iris recognition systems typically
require the user to align their eyes with the
camera, which may be difficult in some
environments, especially for mobile or 10T
devices. Research is ongoing to develop
more adaptive systems that can work with
minimal user intervention (Maharjan et al.,
2022).

User Cooperation:

Iris recognition systems often need
the user to align their eyes with the camera,
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which can be challenging in some situations,
particularly with mobile or loT devices.
More adaptable systems that need minimum
user participation are now being developed
(Maharjan et al., 2022).

Conclusion and Future Directions:

Iris  recognition technology has
advanced significantly in recent years,
notably with the incorporation of deep
learning and multimodal  biometrics.
Although challenges remain in terms of
image quality, scalability, and user
cooperation, ongoing research is focused on
addressing these issues. Future
developments will likely involve further
integration with mobile and 10T devices,
improving real-time processing capabilities,
and enhancing system scalability for large
populations.
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