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Abstract: 

Ransomware has emerged as one of the most feared threats in the cyber security 

landscape, evolving in complexity and impact. This paper examines the historical evolution of 

ransomware, analyzes recent high-profile attacks, and explores the financial and operational 

impact on organizations. It explores mitigation strategies and best practices for preventing and 

responding to ransomware incidents. The goal is to provide a comprehensive understanding of 

ransomware and practical guidance to increase organizational resilience against this persistent 

threat. 
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Introduction: 

Ransomware has emerged as one of 

the most insidious and damaging cyber 

threats in recent years. Ransomware attacks 

involve deploying malicious software that 

encrypts files or entire systems.[1] 

Malware that encrypts files or locks 

users out of their systems demands a ransom 

payment (usually in cryptocurrency) to 

decrypt or restore access. Ransomware 

attacks can cause significant financial and 

operational losses to organizations. 

This type of malware encrypts an 

entity's data, making it inaccessible and 

demanding a ransom for decryption. 

Ransomware attacks have become more 

sophisticated, targeting not only individuals 

but also critical infrastructure and 

businesses, causing significant financial loss 

and operational disruption. 

 

 

 

Note:  Even if a ransom is paid, there is no 

guarantee that the attacker will follow 

through with decryption. 

Evolution of Ransomware:  

Ransomware, a type of malicious 

software that encrypts a victim's data and 

demands payment for its release, has 

evolved significantly since its inception in 

the late 1980s. Here is a brief history of its 

development and major milestones: 

1) 1980s - 1990s: Early Beginnings: 

1989 - The AIDS Trojan: The first known 

ransomware, the AIDS Trojan (or PC 

Cyborg Virus), Created by Dr.  Joseph Popp. 

Delivered via floppy disk, it encrypted 

filenames and demanded a $189 payment to 

send to be a post office box in Panama. This 

primitive ransomware used simple 

symmetric encryption. 

2) 2000s: Emergence of More 

Sophisticated Techniques: 

2005 - GPCode: A ransomware called 

GPCode started to surface. It used RSA 
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encryption to lock users' files, shifting to 

more sophisticated and secure cryptographic 

methods. 

2006 - Archiveus: This ransomware 

encrypted the contents of the "My 

Documents" folder and required users to 

purchase items from an online pharmacy to 

obtain the decryption key. 

3) 2010s: Rise of Ransomware-as-a-

Service (RaaS) 

2013 - CryptoLocker: CryptoLocker was a 

game changer, using strong RSA-2048 

encryption and spreading via email 

attachments and botnets. He made millions 

of dollars in ransom payments and 

highlighted the profitability of ransomware 

2015 - TeslaCrypt: Initially targeting video 

game files, TeslaCrypt quickly expanded to 

other types of files. Its creators finally 

released the master decryption key when 

they ceased operations. 

2016 - Locky and Cerber: This ransomware 

strain was widely distributed through email 

spam campaigns. Locky was known for its 

rapid evolution and frequent updates, while 

Cerber was notable for its use of RaaS, 

which allowed affiliates to use the malware 

in exchange for a share of the profits. 

4) Late 2010s: Major Incidents and 

Evolution: 

2017 - WannaCry: This ransomware attack 

leveraged the EternalBlue exploit 

(developed by the NSA and leaked by the 

Shadow Brokers) to spread rapidly across 

networks worldwide, affecting hundreds of 

thousands of computers in over 150 

countries. It demanded Bitcoin payments but 

was eventually stopped by a kill switch 

discovered by a security researcher. 

2017 - NotPetya: Initially thought to be 

ransomware, NotPetya is more accurately 

classified as a wiper due to its primary goal 

of destroying data. It used the same exploit 

as WannaCry but caused significant damage 

to global businesses, particularly in Ukraine. 

 

5) 2020s: Increasingly Targeted Attacks 

and Double Extortion: 

2020 - Maze and DoppelPaymer: These 

ransomware groups popularized the double 

ransom tactic, where attackers not only 

encrypt data, but extract it and threaten to 

publish sensitive information if the ransom 

is not paid. It shifted to more targeted 

attacks on businesses and critical 

infrastructure. 

2021 - Colonial Pipeline: A ransomware 

attack by the group Darkside on a colonial 

pipeline disrupts fuel supplies in the United 

States. The incident highlighted the 

vulnerability of critical infrastructure to 

ransomware and prompted significant 

government and cybersecurity responses. 

2021 - REvil (Sodinokibi): Another major 

ransomware group, REvil, carried out 

several high-profile attacks, including one 

against Kaseya, affecting numerous 

businesses globally. They demanded 

millions of dollars in ransom. 

6) Present Day: Continued Evolution and 

Countermeasures: 

As ransomware evolves, attackers 

use increasingly sophisticated methods, 

including: 

Advanced Persistent Threats (APTs): 

Ransomware is often part of larger, multi-

stage attacks that involve long-term 

infiltration and reconnaissance. 

RaaS Platforms: Ransomware-as-a-service 

platforms make it easy for even the least-

skilled cybercriminals to launch attacks. 

Cryptocurrency: The use of 

cryptocurrencies such as Bitcoin is prevalent 

due to their perceived anonymity, although 

this is being countered by improved tracking 

and regulation efforts. 

 

Significance of the Study:  

 Ransomware is a critical issue in 

cybersecurity for several reasons: 

1. Widespread Impact: Ransomware can 

affect individuals, businesses, healthcare 

facilities, government agencies, and critical 
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infrastructure. The widespread nature of its 

impact means that it can disrupt essential 

services, compromise sensitive data, and halt 

business operations. 

2. Substantial financial loss: The economic 

costs associated with ransomware attacks are 

enormous. These costs include ransom 

payments, which can reach millions of 

dollars, and additional costs such as 

downtime, lost revenue, remediation and 

potential regulatory fines. For example, the 

2021 colonial pipeline attack caused massive 

financial disruption and resulted in $4.4 

million in ransom payments. 

3. Operational Disruption: Ransomware 

can cripple operations by locking essential 

systems and data. For organizations like 

hospitals, this can lead to life-threatening 

situations where patient care is 

compromised. For businesses, the disruption 

can result in significant financial losses and 

long-term damage to reputation. 

4. Data Breach and Privacy Issues: 

Modern ransomware attacks often involve 

data exfiltration before encryption. This 

means attackers can threaten to release 

sensitive information if the ransom is not 

paid, leading to data breaches that violate 

privacy laws and damage trust. 

5. Increased Sophistication and 

Evolution: Ransomware tactics have 

become more sophisticated over time. 

Attackers now use advanced techniques such 

as double extortion, where they both encrypt 

data and threaten to release it publicly. They 

also employ more complex distribution 

methods, including exploiting software 

vulnerabilities and utilizing botnets for 

widespread dissemination. 

6. Ransomware-as-a-Service (RaaS): The 

emergence of Ransomware-as-a-Service has 

lowered the barrier to entry for 

cybercriminals. RaaS platforms allow even 

those with limited technical skills to launch 

ransomware attacks by providing them with 

the necessary tools and infrastructure in 

exchange for a share of the profits. 

7. Impact on Critical Infrastructure: 

Attacks on critical infrastructure, such as 

power grids, water supplies, and 

transportation systems, have severe 

implications for national security and public 

safety. The 2021 attack on Colonial Pipeline 

is a prime example, as it led to fuel shortages 

and highlighted the vulnerability of essential 

services to cyberattacks. 

8. Challenges in Law Enforcement and 

Attribution: Tracing and prosecuting 

ransomware attackers is challenging due to 

the anonymous nature of the internet and the 

use of cryptocurrencies for ransom 

payments. Attackers often operate from 

jurisdictions that do not cooperate with 

international law enforcement, making it 

difficult to bring them to justice. 

9. Psychological and Social Impact: 

Ransomware attacks cause significant stress 

and anxiety for victims. For organizations, 

the fear of reputational damage and the 

pressure to restore operations quickly can 

lead to hasty decisions, such as paying the 

ransom, which may not always result in data 

recovery. 

10. Continuous Evolution and 

Adaptation: Ransomware groups 

continuously adapt their strategies to bypass 

security measures. They exploit emerging 

vulnerabilities and employ social 

engineering tactics to trick users into 

opening malicious files or links. This 

constant evolution makes it difficult for 

cybersecurity defenses to stay ahead of the 

threat. 

 

Recent High-Profile Ransomware 

Attacks: 

1. Kaseya VSA (July 2021): 

Attack Method: REvil ransomware group 

exploited a zero-day vulnerability in 

Kaseya’s VSA software, which is used by 

managed service providers (MSPs) to 

manage IT infrastructure for clients. 

Impact: The attack affected up to 1,500 

businesses worldwide, including small and 
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medium-sized enterprises. It caused 

widespread service outages and operational 

disruptions. 

Response: Kaseya worked with the FBI and 

cybersecurity firms to address the attack. 

They also obtained a universal decryptor key 

to help affected customers recover their data 

without paying the ransom. The incident 

highlighted the risks of supply chain attacks. 

 

2. JBS Foods (June 2021): 

Attack Method: The world's largest meat 

processing company, JBS, was hit by the 

REvil ransomware group, which gained 

access to its IT systems and encrypted data. 

Impact: The attack disrupted JBS operations 

in North America and Australia, leading to 

concerns about meat supply shortages and 

price increases. 

Response: JBS paid an $11 million ransom 

in Bitcoin to prevent further disruption. The 

company worked with cybersecurity experts 

and law enforcement to investigate the 

attack and enhance security protocols. 

 

3. Colonial Pipeline (May 2021): 

Attack Method: The ransomware group 

DarkSide targeted the Colonial Pipeline, the 

largest fuel pipeline in the United States, 

using compromised credentials to access the 

network. 

Impact: The attack led to a temporary 

shutdown of the pipeline, causing 

widespread fuel shortages and panic buying 

along the East Coast. 

Response: Colonial Pipeline paid a $4.4 

million ransom in Bitcoin, part of which was 

later recovered by the U.S. Department of 

Justice. The incident prompted significant 

government response, including a focus on 

critical infrastructure security and improved 

cybersecurity measures. 

 

4. Acer (March 2021): 

Attack Method: The Taiwanese computer 

manufacturer Acer was targeted by the 

REvil ransomware group, which used 

vulnerabilities in Microsoft Exchange Server 

to gain access to Acer’s network. 

Impact: The attackers demanded a $50 

million ransom, one of the largest known 

ransom demands to date. 

Response: Acer did not publicly confirm 

whether they paid the ransom. The attack 

underscored the importance of timely 

patching and securing vulnerable systems. 

 

5. CNA Financial (March 2021): 

Attack Method: CNA Financial, one of the 

largest insurance companies in the U.S., was 

hit by the Phoenix CryptoLocker 

ransomware, which encrypted data and 

exfiltrated sensitive information. 

Impact: The attack disrupted CNA’s 

operations and potentially compromised 

customer and employee data. 

Response: CNA reportedly paid a $40 

million ransom to regain access to its 

systems and prevent data leaks. The incident 

highlighted the significant financial and 

reputational risks associated with 

ransomware attacks on large enterprises. 

 

6. Accellion (December 2020): 

Attack Method: Threat actors exploited 

vulnerabilities in Accellion’s File Transfer 

Appliance (FTA) to deploy ransomware and 

steal data from multiple organizations. 

Impact: The attack affected a wide range of 

organizations, including universities, 

healthcare providers, and government 

agencies, resulting in data breaches and 

operational disruptions. 

Response: Accellion released patches to fix 

the vulnerabilities and worked with affected 

organizations to mitigate the impact. The 

incident emphasized the importance of 

secure file transfer solutions and regular 

vulnerability assessments. 

 

 Impact of Ransomware: 

1. Financial Impact: 

Direct Costs: Payments made to attackers to 

regain access to encrypted data. These 
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ransoms can range from thousands to 

millions of dollars. 

Indirect Costs: Costs associated with 

downtime, lost productivity, and business 

disruption. Recovery efforts, such as 

restoring systems from backups and cleaning 

infected networks, can also be expensive. 

Insurance Premiums: Increased premiums 

for cybersecurity insurance as a result of the 

growing threat landscape. 

2. Operational Disruption: 

Service Interruptions: Critical services, 

such as healthcare, utilities, and 

transportation, can be severely disrupted, 

leading to widespread consequences. For 

instance, hospitals may be unable to access 

patient records, delaying treatments. 

Supply Chain Disruptions: Ransomware 

can affect not just the targeted organization 

but also its partners and customers. This can 

lead to delays, shortages, and increased costs 

across the supply chain. 

3. Data Loss and Breach: 

Data Encryption: Critical data may be 

encrypted and rendered inaccessible without 

paying the ransom or using a decryption key. 

Data Exfiltration: Modern ransomware 

attacks often involve stealing data before 

encrypting it. This data can include sensitive 

information such as personal details, 

financial records, and intellectual property, 

which can be used for further criminal 

activities or sold on the dark web. 

4. Reputational Damage: 

Loss of Trust: Customers, partners, and 

stakeholders may lose trust in an 

organization’s ability to protect their data 

and ensure continuous operations. 

Brand Damage: High-profile ransomware 

attacks can damage an organization's brand 

and result in negative media coverage. 

5. Legal and Regulatory Consequences: 

Compliance Violations: Organizations may 

face fines and penalties for failing to comply 

with data protection regulations such as 

GDPR, HIPAA, or CCPA. 

Lawsuits: Victims of ransomware attacks 

may file lawsuits against the affected 

organization if their data is compromised. 

6. National Security and Public Safety: 

Critical Infrastructure: Attacks on critical 

infrastructure, such as power grids, water 

supply systems, and transportation networks, 

can have far-reaching implications for public 

safety and national security. 

Government Response: Governments may 

need to allocate significant resources to 

combat ransomware, including law 

enforcement efforts, cybersecurity 

initiatives, and public awareness campaigns. 

7. Psychological and Social Impact: 

Stress and Anxiety: Individuals and 

employees of affected organizations may 

experience stress and anxiety due to the 

uncertainty and disruption caused by 

ransomware attacks. 

Public Perception: Frequent ransomware 

attacks can lead to a general sense of 

insecurity and distrust in digital systems and 

services. 

 

Mitigation Strategies: 

1. Preventive Measures: 

a. Regular Backups: 

Frequent Backups: Regularly back up 

critical data and systems. Ensure backups 

are stored offline or in a separate network to 

prevent them from being compromised in an 

attack. 

Test Restorations: Regularly test backup 

restoration processes to ensure data can be 

recovered quickly and effectively. 

b. Patch Management: 

Timely Updates: Keep operating systems, 

applications, and software up to date with 

the latest patches and security updates to 

close vulnerabilities. 

Automated Patch Management: Use 

automated systems to manage and apply 

patches promptly. 

c. Endpoint Protection: 

Antivirus and Anti-malware: Deploy 

robust antivirus and anti-malware solutions 
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to detect and block ransomware before it can 

execute. 

Endpoint Detection and Response (EDR): 

Implement EDR solutions to monitor and 

respond to threats in real-time. 

2. Network Security: 

a. Network Segmentation: 

Segment Networks: Divide networks into 

segments to limit the spread of ransomware 

if an infection occurs. 

Restrict Access: Implement strict access 

controls to ensure only authorized users can 

access sensitive areas of the network. 

b. Firewalls and Intrusion 

Detection/Prevention Systems (IDS/IPS): 

Configure Firewalls: Set up firewalls to 

block malicious traffic and prevent 

unauthorized access. 

Deploy IDS/IPS: Use IDS/IPS to monitor 

network traffic for suspicious activity and 

take automatic action to block potential 

threats. 

3. User Education and Training: 

Phishing Awareness: Train employees to 

recognize phishing emails and other social 

engineering attacks, which are common 

vectors for ransomware. 

Cyber Hygiene Practices: Educate users on 

safe browsing habits, the importance of 

strong passwords, and the risks of 

downloading unknown software. 

4. Access Controls and Privilege 

Management: 

Least Privilege Principle: Ensure users 

have the minimum level of access necessary 

to perform their jobs. 

Multi-Factor Authentication (MFA): 

Implement MFA to add an extra layer of 

security for accessing sensitive systems and 

data. 

5. Incident Response Planning: 

Develop a Response Plan: Create and 

regularly update an incident response plan 

that outlines steps to take in the event of a 

ransomware attack. 

Conduct Drills: Regularly conduct tabletop 

exercises and simulations to ensure the 

response team is prepared and can act 

quickly. 

6. Advanced Security Technologies: 

a. Threat Intelligence: 

Threat Monitoring: Use threat intelligence 

services to stay informed about the latest 

ransomware threats and tactics. 

Indicator of Compromise (IoC) Sharing: 

Share and receive IoCs with industry peers 

and cybersecurity communities to enhance 

collective defense. 

b. Behavioral Analysis: 

Anomaly Detection: Implement solutions 

that analyze user and system behavior to 

detect anomalies indicative of ransomware 

activity. 

Machine Learning: Use machine learning 

algorithms to identify and block new and 

evolving ransomware variants. 

7. Data Protection and Encryption: 

Encrypt Sensitive Data: Use strong 

encryption to protect sensitive data both at 

rest and in transit. 

Access Logs and Auditing: Maintain 

detailed logs of data access and regularly 

audit them to detect any unauthorized 

activities. 

8. Legal and Compliance Measures: 

Regulatory Compliance: Ensure 

compliance with data protection regulations 

such as GDPR, HIPAA, and others relevant 

to your industry. 

Cyber Insurance: Consider cyber insurance 

policies to mitigate financial losses and 

cover costs associated with ransomware 

attacks. 

9. Collaboration and Information 

Sharing: 

Industry Partnerships: Collaborate with 

industry groups and cybersecurity 

organizations to share threat intelligence and 

best practices. 

Law Enforcement: Engage with law 

enforcement agencies for assistance during 

and after an attack. 

Case Study Analysis: Colonial Pipeline 

Attack (May 2021) 
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Background: 

 Colonial Pipeline, the largest fuel 

pipeline in the U.S., was attacked by the 

ransomware group DarkSide. 

 The attack used compromised 

credentials to gain access to the network. 

Impact: 

 Shutdown of pipeline operations, 

causing widespread fuel shortages along the 

East Coast. 

 Panic buying and price increases for 

gasoline. 

 $4.4 million ransom paid in Bitcoin (part 

of which was later recovered by the U.S. 

Department of Justice). 

Mitigation and Response: 

 Immediate shutdown of pipeline 

operations to contain the threat. 

 Cooperation with federal authorities, 

including the FBI, to investigate and respond 

to the attack. 

 Recovery and decryption of systems 

following the payment of the ransom. 

Lessons Learned: 

 Importance of securing access 

credentials and implementing multi-factor 

authentication (MFA). 

 Need for a robust incident response plan 

to quickly contain and mitigate the effects of 

an attack. 

 Critical infrastructure must have 

enhanced cybersecurity measures to protect 

against sophisticated attacks. 

2. JBS Foods Attack (June 2021) 

Background: 

 JBS, the world’s largest meat processing 

company, was attacked by the REvil 

ransomware group. 

 The attack encrypted data and disrupted 

operations. 

Impact: 

 Operations in North America and 

Australia were temporarily shut down. 

 Potential meat supply shortages and 

price increases. 

 $11 million ransom paid in Bitcoin to 

prevent further disruption. 

Mitigation and Response: 

 Rapid shutdown of affected systems to 

prevent further spread of the ransomware. 

 Engagement with cybersecurity experts 

to restore systems and enhance security 

measures. 

 Payment of the ransom to regain access 

to encrypted data and prevent data leakage. 

Lessons Learned: 

 Critical importance of timely detection 

and rapid response to cyber threats. 

 Need for strong cybersecurity 

partnerships and expertise to manage and 

recover from attacks. 

 Importance of securing supply chain 

operations and having contingency plans for 

disruptions. 

3. Kaseya VSA Attack (July 2021) 

Background: 

 Kaseya, a provider of IT management 

software, was attacked by the REvil 

ransomware group. 

 The attackers exploited a zero-day 

vulnerability in Kaseya’s VSA software. 

Impact: 

 Up to 1,500 businesses worldwide were 

affected, including managed service 

providers (MSPs) and their clients. 

 Widespread service outages and 

operational disruptions. 

Mitigation and Response: 

 Kaseya shut down VSA servers globally 

to prevent further spread of the ransomware. 

 Collaboration with the FBI and 

cybersecurity firms to address the 

vulnerability and assist affected customers. 

 Obtained a universal decryptor key to 

help customers recover their data without 

paying the ransom. 

Lessons Learned: 

 Importance of securing software supply 

chains and promptly addressing 

vulnerabilities. 

 Need for effective communication and 

coordination with customers and partners 

during a cybersecurity incident. 
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 Regular security assessments and 

penetration testing to identify and mitigate 

potential vulnerabilities. 

4. Acer Attack (March 2021) 

Background: 

 Taiwanese computer manufacturer Acer 

was targeted by the REvil ransomware 

group. 

 Attackers used vulnerabilities in 

Microsoft Exchange Server to gain access to 

Acer’s network. 

Impact: 

 Attackers demanded a $50 million 

ransom, one of the largest known ransom 

demands. 

 Potential exposure of sensitive data and 

significant operational disruption. 

Mitigation and Response: 

 Acer did not publicly confirm the details 

of the ransom payment or recovery efforts. 

 Focus on patching the exploited 

vulnerabilities and enhancing overall 

security posture. 

Lessons Learned: 

 Critical need for timely patch 

management, especially for widely used 

software like Microsoft Exchange Server. 

 Importance of strong access controls and 

monitoring to detect and prevent 

unauthorized access. 

 Regular security training for staff to 

recognize and respond to potential threats. 

5. CNA Financial Attack (March 2021) 

Background: 

 CNA Financial, a major insurance 

company, was attacked by the Phoenix 

CryptoLocker ransomware. 

 Attackers gained access to CNA’s 

network and encrypted data. 

Impact: 

 Disruption of operations and potential 

exposure of customer and employee data. 

 Reported $40 million ransom payment to 

regain access to encrypted systems. 

Mitigation and Response: 

 CNA worked with cybersecurity experts 

to contain the attack and restore systems. 

 Engagement with law enforcement and 

regulatory authorities to manage the incident 

and response. 

Lessons Learned: 

 Importance of strong incident response 

plans and rapid recovery procedures. 

 Need for robust cybersecurity measures 

to protect sensitive financial and personal 

data. 

 Potential role of cyber insurance in 

mitigating financial impacts of ransomware 

attacks. 

Conclusion: 

Ransomware attacks have evolved 

into a significant threat to organizations 

across various sectors. The analysis of high-

profile ransomware attacks on Colonial 

Pipeline, JBS Foods, Kaseya, Acer, and 

CNA Financial reveals critical insights and 

highlights the necessity for robust 

cybersecurity measures. The Kaseya and 

Acer attacks underline the importance of 

timely patch management. Organizations 

must adopt proactive vulnerability scanning 

and automated patching solutions to mitigate 

these risks. Compromised credentials were a 

key factor in several attacks, including 

Colonial Pipeline. Implementing MFA and 

adhering to the principle of least privilege 

can significantly reduce the risk of 

unauthorized access. Rapid and effective 

incident response is crucial. The case studies 

show varying responses, from immediate 

shutdowns to ransom payments. Developing 

and regularly updating an incident response 

plan, and conducting drills, are essential for 

preparedness. Regular, secure backups are a 

vital defense. Organizations should ensure 

frequent backups and test restoration 

processes to maintain operational continuity. 

Training employees to recognize these 

threats can prevent many attacks. Utilizing 

Endpoint Detection and Response (EDR), 

Intrusion Detection Systems (IDS), and 

Intrusion Prevention Systems (IPS) can help 

detect and block ransomware before it 

causes damage. Effective collaboration with 
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cybersecurity experts, law enforcement, and 

industry peers is critical. Sharing threat 

intelligence can help prevent the spread of 

ransomware. Compliance with data 

protection regulations is not just a legal 

obligation but a critical component of 

cybersecurity. 

 

References: 

1.  Fnu Jimmy (2021), Emerging Threats: 

The Latest Cybersecurity Risks and the 

Role of Artificial  Intelligence in 

Enhancing Cybersecurity Defenses, 

IJSRM,  09(2) 564-574 

2. Kharraz, A., Arshad, S., Mulliner, C., 

Robertson, W., & Kirda, E. (2016). 

"Cutting the Gordian Knot: A Look 

Under the Hood of Ransomware 

Attacks". In Proceedings of the 12th 

International Conference on Detection 

of Intrusions and Malware, and 

Vulnerability Assessment (DIMVA). 

Link 

3. Scaife, N., Carter, H., Traynor, P., & 

Butler, K. R. B. (2016). "Cryptolock 

(and drop it): Stopping ransomware 

attacks on user data". In 2016 IEEE 

36th International Conference on 

Distributed Computing Systems 

(ICDCS). Link 

4. Anderson, B., & McKay, R. (2021). 

"Ransomware: Evolution, Impact, and 

Future Trends". Journal of 

Cybersecurity Research, 7(1), 12-23. 

Link 

5. Laszka, A., Farhang, S., & Grossklags, 

J. (2017). "On the Economics of 

Ransomware". In Proceedings of the 

17th Workshop on the Economics of 

Information Security (WEIS). Link 

6. Conti, M., Gangwal, A., & Ruj, S. 

(2018). "On the Economic Significance 

of Ransomware Campaigns: A Bitcoin 

Transactions Perspective". In 

Proceedings of the 2018 15th 

International Joint Conference on e-

Business and Telecommunications 

(ICETE). Link 

7. Al-rimy, B. A. S., Maarof, M. A., & 

Shaid, S. Z. M. (2018). "Ransomware 

threat success factors, taxonomy, and 

countermeasures: A survey and research 

directions". Computers & Security, 74, 

144-166. Link 

8. Sgandurra, D., Muñoz-González, L., 

Mohsen, R., & Lupu, E. C. (2016). 

"Automated dynamic analysis of 

ransomware: Benefits, limitations and 

use for detection". arXiv preprint 

arXiv:1609.03020. Link 

9. Knowles, W., Prince, D., Hutchison, D., 

Disso, J. F. P., & Jones, K. (2015). "A 

survey of cyber security management in 

industrial control systems". 

International Journal of Critical 

Infrastructure Protection, 9, 52-80. Link 

10. Kshetri, N. (2016). "Controlling 

cybercrime and ransomware: Issues and 

challenges". IT Professional, 18(6), 16-

21. Link 

11. Richardson, R., & North, M. (2017). 

"Ransomware: Evolution, Mitigation 

and Prevention". International 

Management Review, 13(1), 10-21. 

Link 

12. Savage, K., Coogan, P., & Lau, H. 

(2015). "The evolution of ransomware". 

Symantec Corporation. Link 

 

 

 

 

 

 

  

https://link.springer.com/chapter/10.1007/978-3-319-40667-1_12
https://ieeexplore.ieee.org/document/7538013
https://ieeexplore.ieee.org/document/8537760
https://www.sciencedirect.com/science/article/pii/S016740481730227X
https://arxiv.org/abs/1609.03020
https://www.sciencedirect.com/science/article/pii/S1874548215300115
https://ieeexplore.ieee.org/document/7749624

