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Abstract:

This paper provides a comprehensive comparative analysis of symmetric and asymmetric
cryptographic algorithms, contextualized for the unique security landscape of cloud computing.
We conduct an in-depth examination of the core principles, architectural designs, performance
benchmarks, and key management complexities of prominent algorithms such as AES, DES, RSA,
and ECC. The study evaluates their application in mitigating pervasive cloud security challenges,
including securing data at rest and in transit, and addressing risks in multi-tenant environments.
A central focus is the analysis of the hybrid cryptosystem, exemplified by TLS/SSL, as the de facto
standard for secure communication. Furthermore, the paper explores advanced and future-facing
cryptographic paradigms. It investigates Homomorphic Encryption, assessing its potential for
privacy-preserving computation against its current performance limitations. Critically, it
analyzes the existential threat posed by quantum computing to current public-key infrastructures
and details the ongoing global effort toward standardizing Post-Quantum Cryptography (PQC),
with a focus on lattice-based solutions. The paper concludes with strategic recommendations for
cloud architects and security professionals, emphasizing the necessity of a crypto-agile posture to
navigate the evolving threat landscape and ensure long-term data security in the quantum era.
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Introduction: in multi-tenant environments, distributed
The migration of data and
computational ~ workloads to  cloud

computing platforms has become a defining

infrastructure, and ease of resource
provisioning—simultaneously expand the
attack surface and complicate traditional
security models.

Enterprises leveraging the cloud face
significant hurdles in maintaining data

technological shift of the modern era.
Organizations are drawn to the cloud for its
promise of scalability, cost-efficiency, and
operational  flexibility. However, this
transition introduces a complex and
magnified set of security challenges. The

security. A primary challenge is the lack of
data visibility; with data stored on remote
servers across multiple geographic locations,

very architectural principles that deliver the
cloud's benefits—such as resource pooling

monitoring and controlling access becomes a
formidable task.® This is compounded by the
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inherent complexity of cloud architectures,
where multiple layers and components can
obscure the flow of data, making it difficult
to pinpoint the source of a leak or misuse.*
The shared responsibility model, a
cornerstone of cloud services, often creates a
dangerous ambiguity. While cloud service
providers (CSPs) are responsible for the
security of the cloud, the customer is
responsible for security in the cloud. This
division can lead to critical
misconfigurations, such as exposed data
storage buckets, which remain one of the
leading causes of cloud breaches." Over-
reliance on the CSP's security measures
fosters a false sense of security, leaving
organizations vulnerable when they fail to
implement their own robust controls.?
Furthermore, the dynamic nature of
the cloud means that every new service or
application  deployed creates another
potential vulnerability, contributing to an
ever-expanding attack surface.” In multi-
tenant  environments, where multiple
customers' resources reside on the same
physical hardware, the risk of "cross-
contamination” is a constant concern. A
breach in one tenant's environment could
potentially escalate to affect others if
cryptographic isolation is not properly
implemented.” These pervasive  risks,
spanning data storage, transmission, and
processing, underscore the non-negotiable
requirement for a foundational security
control: cryptography. It serves not merely
as a data protection tool but as a
fundamental enabler of secure cloud
adoption.
A. Fundamental Cryptographic Goals:
Cryptography is the science of
protecting information from unauthorized
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access and modification, providing the
bedrock upon which digital trust is built.” Its
purpose extends beyond simple secrecy to
encompass a suite of essential security
services. The process fundamentally
involves the transformation of readable data,
known as plaintext, into an unintelligible,
enciphered form called ciphertext.” The
goals that cryptographic systems aim to
achieve are critical for any secure system,
particularly within the untrusted and shared
environments of the cloud.®

These fundamental goals include:

e Confidentiality: Often considered the
primary  function of encryption,
confidentiality ensures that information
is accessible only to authorized parties.
It prevents the disclosure of sensitive
data to individuals, entities, or
processes without permission.® In the
cloud context, this means protecting
data  from  unauthorized  cloud
administrators, other tenants, and
external attackers.

e Integrity: Data integrity guarantees
that information has not been altered or
destroyed in an unauthorized manner
during transmission or storage. It
assures the receiver that the data they
are viewing is exactly what the sender
intended.’

e Authentication: This service verifies
the identity of the communicating
parties. It ensures that the individuals or
systems involved in a transaction are
who they claim to be, preventing
impersonation and fraudulent
activities.

e Non-Repudiation: Non-repudiation
provides proof of the origin and
integrity of data, preventing a sender
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from falsely denying that they sent a
message or that a receiver received it.
This is crucial for legally binding
digital transactions and
communications.®

B. An Overview of the Two Primary

Cryptographic Models:

To achieve these security goals, the field
of cryptography has developed two primary
models, or paradigms, distinguished by their
approach to key management: symmetric
and asymmetric cryptography.’

*  Symmetric cryptography, also known

as secret-key or single-key

cryptography, utilizes a single shared
key for both the encryption of plaintext
and the decryption of ciphertext.” All
parties involved in the communication
must possess the same secret key. This
model is analogous to a physical lock
and key, where the same key that locks

a box is required to unlock it. Its main

advantages are speed and computational

efficiency, but its primary challenge lies
in the secure distribution of the single
key to all authorized participants.’

e Asymmetric  cryptography, also
known as public-key cryptography,
employs a pair of mathematically
related keys: a public key and a private
key.” The public key is designed to be
shared openly and is used to encrypt
data or verify a digital signature. The
private key, however, must be kept
secret by its owner and is used to
decrypt data or create a digital
signature. Data encrypted with a public
key can only be decrypted by its
corresponding private key.** This two-
key system elegantly solves the key
distribution problem inherent in the
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symmetric model.

These two models are not mutually
exclusive competitors. Rather, they are
complementary tools that are most often
used in conjunction to build robust and
practical security systems. This comparative
study will explore the principles,
performance, and security of each model
before examining how they are synthesized
in practice to address the multifaceted
security challenges of the cloud computing
paradigm.

Quantitative and
Benchmarking:

To provide a clear, evidence-based
comparison, this section synthesizes the
performance and complexity characteristics
of symmetric and asymmetric cryptography.
The analysis moves from the theoretical
principles discussed previously to concrete,
measurable metrics that guide architectural
decisions in real-world systems.

A. Comparative Performance Metrics:

The performance disparity between
symmetric and asymmetric algorithms is the
single most important factor dictating their
respective roles in system design. This
disparity can be measured across several key
metrics.

B. Encryption and Decryption Speed:

Symmetric algorithms, particularly
hardware-accelerated AES, are exceptionally
fast. They are designed for high throughput
and can process data at rates of several

Quialitative

gigabits per second on standard hardware.™
This makes them suitable for encrypting
large files, databases, and continuous data
streams with minimal performance impact.”

Asymmetric algorithms, by contrast,
are computationally intensive and therefore
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significantly slower. The complex modular
exponentiation required for RSA, for
example, results in performance that is
orders of magnitude slower than AES.
Benchmarks indicate that while AES can
handle gigabytes of data per second, RSA
with a 2048-bit key struggles to process
more than a few kilobytes per second.™ This
inherent  slowness makes asymmetric
encryption completely impractical for bulk
data encryption.®

C. CPU and Memory Utilization:

The performance difference is a
direct result of the computational overhead.
Symmetric ciphers use simple, efficient
operations like bit-shifting, substitution, and
XOR, which translate to low CPU and
memory usage.’> Asymmetric ciphers rely
on complex operations on very large
numbers, leading to substantially higher
CPU and memory consumption.”” This high
resource utilization further reinforces the
unsuitability of asymmetric algorithms for
high-volume tasks and can be a critical
consideration  in  resource-constrained
environments like 10T devices or even in the
cloud, where higher CPU allocation
translates directly to higher costs.”

D. Throughput:

Throughput, a metric that combines
the amount of data processed with the time
taken, provides a holistic view of an
algorithm's  efficiency. In this regard,
symmetric ciphers demonstrate a clear and
overwhelming advantage. Studies comparing
AES and RSA consistently show that AES
offers vastly superior throughput, scaling
linearly with data size, while RSA's
performance degrades rapidly, making it
unsuitable for anything beyond small data

Poonam Rahul Dubey & Dr.Pankaj Dixit

Vol.12 No.5

ISSN - 2347-7075

payloads like session keys or message
digests.”
E. Key Management Complexity:

Beyond raw performance, the
operational complexity of managing
cryptographic keys is a critical differentiator
between the two models.

F. Symmetric Key Management:

The primary challenge in symmetric
systems is the key distribution problem:
the secret key must be securely shared
between all communicating parties before
secure communication can commence.”
This requirement introduces significant
security risks and logistical hurdles.
Furthermore, the model scales poorly. For a
network of n participants needing to
communicate securely in pairs, a total of
n(n—1)/2 unique keys are required. This
quadratic growth in the number of keys
makes the system unmanageable for large,
dynamic networks.?

G. Asymmetric Key Management:

Asymmetric cryptography elegantly
solves these problems. Since the public key
can be distributed openly, there is no need
for a pre-existing secure channel to initiate
communication.’®  Scalability is vastly
improved; in a network of n participants,
only n key pairs (for a total of 2n keys) are
needed, as each user manages their own pair.
This linear growth is highly manageable.”
While it introduces the need for a Public
Key Infrastructure (PKI) to ensure the
authenticity of public keys, this is a far more
scalable and robust solution for large-scale
systems than the pairwise key sharing
required by symmetric models.

The following tables provide a consolidated
summary of these comparative analyses.
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Table 1: Comparative Analysis of Symmetric vs. Asymmetric Cryptography

Feature Symmetric Cryptography Asymmetric Cryptography

Key Usage A single, shared secret key for | A pair of keys: a public key for
both encryption and | encryption and a private key
decryption.’ for decryption.’

Speed Extremely fast, with low | Significantly slower due to

latency. Suitable for real-time
and bulk operations.’

high
complexity.*°

computational

Computational Overhead

Low CPU and memory usage,
efficient on most hardware.*

High CPU and memory usage,
resource-intensive.?

Key Management

The "key distribution problem”
is a major challenge. Securely
sharing the key is difficult.”

Key distribution is simplified;
only the public key needs to be
shared openly."

Scalability

Poor. The number of keys
required grows quadratically
with the number of users
(n(n—1)/2).%

Excellent. The number of keys
grows linearly with the number
of users (2n).%

Primary Use Case

Bulk data encryption:
protecting data at rest (files,
databases) and data in transit
(streams).”

Secure key exchange, digital
signatures, and identity
authentication.’

Vulnerability Focus

Security relies on keeping the
single shared key secret.
Compromise of the key
compromises all data.™*

Security relies on keeping the
private key secret. The public
key can be known without
risk.”

Table 2: Performance Benchmark of Selected Cryptographic Algorithms

Algorithm | Type Key  Size | Block Size | Relative Relative Primary
(bits) (bits) Speed CPU Application
(Encryption) | Usage
DES Symmetric | 56 64 Slow (Legacy) | Low Legacy systems
only;
insecure. '’
3DES Symmetric | 112 0r 168 | 64 Very Slow Medium Financial
services (PINS);
largely
outdated.’
AES-128 Symmetric | 128 128 Very Fast Low Global standard
for bulk data
encryption.’
AES-256 Symmetric | 256 128 Very Fast Low High-security
bulk data
encryption.”’
RSA-2048 | Asymmetric | 2048 N/A Extremely Very High | Digital
(\Variable) | Slow signatures, key
exchange.’
ECC-256 Asymmetric | 256 N/A Very Slow High Mobile/loT
(Variable) security,  key
exchange.’

Poonam Rahul Dubey & Dr.Pankaj Dixit

168




IJAAR

The Hybrid Cryptosystem: A Synthesis

Of Strengths:

A. Architectural Framework: Combining

Strengths for Practical Security:

The preceding analysis makes it

clear that neither symmetric nor asymmetric
cryptography alone provides a complete
solution for modern communication needs.
Symmetric algorithms are fast but suffer
from an intractable key distribution problem
at scale. Asymmetric algorithms solve key
distribution but are too slow for bulk data
encryption. The logical and universally
adopted  solution is the  hybrid
cryptosystem, an architectural framework
that combines the best features of both
paradigms.”
The hybrid model leverages the strengths of
each system to compensate for the
weaknesses of the other. The process is
elegant and effective *°:

1. Key Exchange using Asymmetric
Encryption: When two parties wish to
establish a secure communication
channel, they first use a slow but secure
asymmetric algorithm (like RSA or
ECC) to negotiate and securely
exchange a secret key. This secret key
is temporary, generated uniquely for
that specific communication session,
and is often called a session key.

2. Bulk Data Encryption using
Symmetric Encryption: Once both
parties securely possess the shared
session key, they discard the slow
asymmetric process. All subsequent
data exchanged during the session is
encrypted and decrypted using a fast
and efficient symmetric algorithm (like
AES) with the newly established
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session key.

This approach achieves the best of
both worlds: the robust security and
scalability of public-key cryptography for
the difficult task of key exchange, and the
high-speed performance of symmetric
cryptography  for the actual data
transmission.”® This model is not a niche
solution; it is the foundational architecture
for nearly all secure communication on the
internet today.

B. Case Study in Practice: The TLS/SSL
Handshake:

The most ubiquitous implementation
of the hybrid cryptosystem is the Transport
Layer Security (TLS) protocol, the
successor to Secure Sockets Layer (SSL).
TLS is the protocol that provides the "S" in
HTTPS, securing web traffic between
browsers and servers, as well as countless
other network communications.”> The
process of establishing a secure TLS session,
known as the
TLS handshake, is a perfect real-world case
study of the hybrid model in action.*®

The TLS handshake is, in essence, the
fundamental trust-building ceremony of the
internet. It encapsulates the entire
comparative argument of this paper into a
single, practical protocol, demonstrating not
a competition between symmetric and
asymmetric models, but a powerful
collaboration. The simplified steps of the
handshake are as follows *°:

1. Client Hello: The client (e.g., your
web browser) initiates contact with the
server, indicating its desire to establish
a secure connection and listing the
cryptographic algorithms it supports.

2. Server Hello and Certificate: The
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server responds, choosing the strongest
encryption suite that both parties
support. Crucially, it sends back its
digital certificate. This certificate,
issued by a trusted Certificate
Authority (CA), contains the server's
identity information and its public
key.'*

3. Client  Verification and Key
Exchange: The client verifies the
server's certificate by checking the
CA's signature, ensuring it is
communicating with the legitimate
server and not an impersonator. The
client then generates a random
symmetric key for the session (the
"session key" or "master secret). It
encrypts this newly created session key
using the server's public key (the
asymmetric part of the process) and
sends the encrypted session key back to
the server.™

4. Server Decryption and Session Start:
The server receives the encrypted
session key and uses its private key to
decrypt it. At this moment, both the
client and the server possess the same
secret session key, and the asymmetric
portion of the handshake is complete.

5. Symmetric Communication: From
this point forward, all data exchanged
between the client and server for the
duration of the session is encrypted and
decrypted using the fast, shared
symmetric session key and a high-
performance algorithm like AES.™

This process perfectly illustrates the
symbiotic relationship between the two
cryptographic  paradigms.  The  slow,
computationally ~ expensive  asymmetric
operations are used only at the beginning for
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the critical, one-time task of securely
establishing a shared secret. The fast,
efficient symmetric operations are then used
for the heavy lifting of encrypting the actual
flow of data.

Applying Cryptographic Models To
Cloud Security Challenges:

The theoretical principles and
comparative  strengths  of  symmetric,
asymmetric, and hybrid cryptography find
direct and critical application in addressing
the unique security challenges of the cloud.
The cloud environment not only necessitates
robust encryption but also provides new,
scalable tools for its management.

A. Securing Data at Rest:

Data at rest refers to any data that is
inactive or stored in a persistent state, such
as in cloud databases, object storage services
(e.g., Amazon S3, Azure Blob Storage), or
on virtual machine disk volumes.*” This data
is a prime target for attackers.

Application: Symmetric encryption is the
universally accepted standard for protecting
data at rest due to its superior performance
on large datasets.”” Cloud providers have
deeply integrated this capability into their
services. For instance, services like Amazon
S3 server-side encryption or Transparent
Data Encryption (TDE) in cloud databases
use strong symmetric algorithms like AES-
256 to automatically encrypt data as it is
written to storage and decrypt it when
accessed by an authorized user.”* This
encryption is often transparent to the end-
user and applications, providing a seamless
layer of security without sacrificing
performance.'’

Key Management: While the data itself is
encrypted symmetrically, the management
of the keys used for this encryption often

170



IJAAR

employs a hybrid, asymmetric-inspired
model. This is commonly known as
envelope encryption. In this model, a
unique symmetric key (a Data Encryption
Key, or DEK) is generated to encrypt a piece
of data. Then, that DEK is itself encrypted
(or "wrapped") by a master key, which is
managed under stricter controls. This master
key, often stored in a dedicated key
management service, can be an asymmetric
key. This allows for fine-grained access
control to the data; to decrypt the data, a user
must first have permission to use the master
key to decrypt the DEK.*®

B. Securing Data in Transit:

Data in transit is data that is actively
moving from one location to another, such
as across the internet or between services
within a cloud provider's network. This data
is  vulnerable to interception and
eavesdropping attacks.

Application: The hybrid cryptosystem, as
embodied by the TLS protocol, is the
essential and non-negotiable solution for
protecting all data in transit.®> Every time a
user accesses a website via HTTPS, an API
is called, or data is transferred between
cloud services, a TLS handshake occurs to
establish a secure, symmetrically encrypted
channel.® This ensures the confidentiality
and integrity of data as it traverses untrusted
networks.

C. Addressing Multi-Tenancy Risks:

Multi-tenancy is a core architectural
principle of public cloud computing, where
multiple customers (tenants) share the same
underlying  physical  hardware  and
infrastructure.”” While this model drives
cost-efficiency, it introduces the risk of data
leakage or interference between tenants if
isolation mechanisms fail.
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Application: Cryptography serves as a
powerful tool for enforcing logical data
isolation, forming a key pillar of a zero-trust
security posture in the cloud.* By encrypting
data with tenant-specific keys, a CSP can
ensure that even if a hypervisor vulnerability
or misconfiguration were to allow one tenant
to access the physical storage blocks of
another, the data would remain unintelligible
ciphertext.” Each tenant's data is effectively
sealed in its own cryptographic container,
with access controlled by keys that only the
legitimate tenant can use. This provides a
robust security boundary that is independent
of the physical infrastructure.’

D. The Function of Cloud Key
Management Services (KMS):

The rise of cloud computing has
been accompanied by the development of
sophisticated,  cloud-native  tools  for
managing cryptographic keys. Services like
AWS Key Management Service (KMS),
Google Cloud KMS, and Azure Key Vault
are central to the modern cloud security
model.”” These services have effectively
democratized high-assurance key
management. In the past, the use of
dedicated Hardware Security Modules
(HSMs)—the gold standard for protecting
cryptographic keys—was largely confined to
large enterprises with significant security
budgets, such as financial institutions.™
Cloud KMS provides this same level of
security, often using HSMs in the backend,
as a managed, scalable, and cost-effective
service accessible to organizations of any
size.”

Application: A KMS is a centralized,
hardened service for the entire lifecycle of
cryptographic  keys: creation, storage,
rotation, and destruction.”* It allows
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customers to maintain control over their
keys, even when their data resides in the
provider's cloud. These services are a
practical implementation of the hybrid and
envelope encryption models. A typical
workflow involves a user requesting the
KMS to generate a symmetric data key (e.g.,
an AES-256 key). The KMS provides two
versions of this key: a plaintext version to be
used immediately for encrypting data, and a
version that is itself encrypted under a long-
term, customer-controlled master key stored
within the KMS. The plaintext key is used
and then discarded, while the encrypted
version is stored alongside the encrypted
data. To decrypt the data later, the
application must present the encrypted data
key to the KMS, which, after authenticating
and authorizing the request, uses the master
key to decrypt the data key and return it for
use.”” This process ensures that the highly
sensitive master keys never leave the secure
boundary of the KMS, while providing a
scalable mechanism for encrypting vast
amounts of data.

Advanced Cryptographic Paradigms For
The Cloud:

Beyond the established models of
symmetric and asymmetric encryption,
researchers are developing advanced
cryptographic paradigms designed to solve
some of the most difficult security
challenges in the cloud. Among these,
homomorphic encryption stands out as a
particularly transformative, albeit currently
challenging, technology.

A. Homomorphic Encryption: The ""Holy
Grail™ of Cloud Security:

Homomorphic Encryption (HE) is a

revolutionary form of encryption that allows
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for mathematical computations to be
performed directly on ciphertext, without
needing to decrypt it first.*" The result of the
computation remains encrypted, and when
decrypted, it is identical to the result that
would have been obtained by performing the
same operations on the original plaintext.**

This capability is often referred to as
the "holy grail" of cryptography because it
would solve the final frontier of data
protection: securing data-in-use. While
traditional encryption protects data at rest
and in transit, data must typically be
decrypted before it can be processed,
creating a moment of vulnerability.® HE
eliminates this vulnerability, making it
possible for an untrusted party, such as a
public cloud provider, to perform complex
analytics or machine learning tasks on
sensitive data while that data remains fully
encrypted and confidential.*?

A. Principles and Types:

Homomorphic encryption schemes
are categorized based on the types and
number of operations they can perform on
ciphertext.

e Partially Homomorphic Encryption
(PHE): This is the most limited form,
supporting an unlimited number of a
single type of mathematical operation,
either addition or multiplication, but
not both.* For example, the standard
RSA algorithm is multiplicatively
homomorphic, while the Paillier
cryptosystem IS additively
homomorphic.*

e Somewhat Homomorphic Encryption
(SHE): This is an intermediate step that
supports a limited number of both
addition and multiplication operations.
The number of operations s

172



IJAAR

predetermined and cannot be exceeded
without corrupting the ciphertext.*!

e Fully Homomorphic Encryption
(FHE): This is the most powerful and
flexible form, allowing for an arbitrary
number of both addition and
multiplication  operations to be
performed on ciphertext.* This enables
the execution of any computable
function on encrypted data. The
breakthrough ~ that made  FHE
theoretically ~ possible  was  the
introduction of a technique called
bootstrapping, which periodically
"refreshes" the ciphertext to reduce the
accumulated noise from computations,
allowing for an unlimited depth of
operations.*?

B. Use Cases: Privacy-Preserving Data

Analytics and Machine Learning:

The potential applications  of
homomorphic encryption in the cloud are
vast, particularly in highly regulated
industries like healthcare and finance.** With
HE, a hospital could outsource the analysis
of sensitive patient records to a cloud-based
Al service to identify disease patterns or
predict outcomes. The cloud provider would
perform the analysis entirely on encrypted
data, returning an encrypted result. The
hospital could then decrypt the result to gain
valuable insights, all without ever exposing
the raw patient data to the third-party
provider.** This enables secure collaboration
and the leveraging of powerful cloud
analytics platforms while maintaining strict
compliance with privacy regulations like
HIPAA or GDPR.*
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C. Current Limitations: Performance
Overhead, Complexity, and Practical
Viability:

Despite its immense theoretical
promise, the widespread adoption of
homomorphic  encryption is currently
hindered by several significant practical
challenges.™
e Performance Overhead: HE s

extremely computationally intensive.
Operations on homomorphic ciphertext
are thousands, or even hundreds of
thousands, of times slower than the
equivalent operations on plaintext.*
This massive performance penalty
makes FHE impractical for most real-
time or large-scale applications at
present.”” The bootstrapping process,
while enabling FHE, is itself a major
performance bottleneck.*’

e Data Size Inflation: The process of
encrypting data with HE schemes
significantly  increases its  size.
Ciphertexts can be orders of magnitude
larger than the original plaintext, which
places a heavy burden on storage and
network bandwidth, further limiting
practicality.”

e Complexity: HE schemes are based on
advanced mathematical concepts, such
as lattice-based cryptography, and are
very complex to implement, configure,
and manage correctly. This high barrier
to entry increases the risk of
implementation errors that could
undermine security.>

Interestingly, homomaorphic
encryption introduces a unique Security
paradox. To function, the ciphertext must
preserve the mathematical structure of the
plaintext, which is contrary to the traditional

173



IJAAR

cryptographic goal of making ciphertext
appear as random, unstructured noise. This
preserved structure could potentially be
exploited in novel side-channel or analytical
attacks, meaning that securing HE systems
requires protecting not just the key, but also
the computational process itself from
observation.”®> While research continues to
improve the efficiency and security of HE, it
remains a technology of the future rather
than a broadly deployable solution for
today's cloud environments.

The Quantum Horizon: Future-Proofing
Cloud Cryptography:

A. The Quantum Threat: How Shor's
Algorithm Renders Current Public-Key
Cryptography Obsolete:

The most significant long-term
threat to modern cryptography comes from
the field of quantum computing. While
classical computers store and process
information in bits (as either a 0 or a 1),
quantum computers use qubits, which can
exist in a superposition of both states
simultaneously.” This property, along with
quantum entanglement, allows a sufficiently
powerful quantum computer to perform
certain types of calculations exponentially
faster than any classical computer.*

This poses an existential threat to
our current public-key infrastructure. In
1994, mathematician Peter Shor developed a
quantum algorithm, now known as Shor's
algorithm, that can efficiently solve both
the integer factorization problem and the
discrete logarithm problem.>® These are
the very "hard" mathematical problems upon
which the security of RSA and ECC,
respectively, are based. A cryptographically
relevant quantum computer (CRQC) running
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Shor's algorithm would be able to take a
public key and derive the corresponding
private key in a feasible amount of time,
rendering all widely used asymmetric
encryption schemes completely broken and
obsolete.”® This would shatter the security
foundations of the internet, affecting
everything from HTTPS and digital
signatures to blockchain and secure software
updates.>

In contrast, symmetric algorithms
like AES are considered relatively secure
against quantum attacks. While a quantum
search method called Grover's algorithm
provides a quadratic speedup, its impact can
be effectively mitigated by simply doubling
the key size. For example, AES-256, when
attacked by a quantum computer, would still
offer an effective security level of 128 bits,
which is considered strong.>* Therefore, the
primary focus of the cryptographic
community is on finding a quantum-resistant
replacement for public-key cryptography.

B. Introduction to Post-Quantum
Cryptography (PQC) and the NIST
Standardization Process:

Post-Quantum Cryptography
(PQC), also known as quantum-resistant
cryptography, refers to the development of
new cryptographic algorithms—primarily
public-key algorithms—that are designed to
be secure against attacks from both classical
and future quantum computers.” These
algorithms are not based on quantum
mechanics themselves; rather, they are
classical algorithms whose security relies on
mathematical problems that are believed to
be difficult for even quantum computers to
solve.”

Recognizing the urgency of this
threat, the U.S. National Institute of
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Standards and Technology (NIST) initiated a
public, global competition in 2016 to solicit,
evaluate, and standardize a new suite of
PQC algorithms.®™ After multiple rounds of
intense public scrutiny and analysis by the
worldwide cryptographic community, NIST
announced the first set of winning
algorithms for standardization. The first final
standards were officially published in
August 2024, marking a pivotal moment in
the transition to a quantum-safe future.®

The urgency of this transition is
underscored by the ""Harvest Now, Decrypt
Later" (HNDL) threat model.> This
scenario involves adversaries intercepting
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and storing large volumes of encrypted data
today, with the intention of decrypting it
years from now once a CRQC becomes

available.® For data with long-term
confidentiality ~ requirements—such  as
national  security  secrets, intellectual

property, or personal health information—
this means it is
already at risk. This transforms the PQC
migration from a future-proofing exercise
into a task of mitigating a present-day
vulnerability for long-lived sensitive data.
The following table summarizes the
first set of algorithms standardized or
selected by NIST.

Table 3: NIST Post-Quantum Cryptography Standardized Algorithms (as of March 2025)

Standard Algorithm Name | Type Underlying Primary Use Case
Math
FIPS 203 ML-KEM KEM Module-Lattice General-purpose  key
(CRYSTALS- establishment
Kyber) (replaces RSA/ECC
key exchange).®
FIPS 204 ML-DSA Signature Module-Lattice General-purpose
(CRYSTALS- digital signatures
Dilithium) (primary replacement
for RSA/ECDSA).%
FIPS 205 SLH-DSA Signature Hash-Based Digital signatures
(SPHINCS+) (backup for ML-DSA,
stateless but larger
signatures).®
Draft FIPS 206 | FN-DSA Signature NTRU-Lattice Digital signatures
(FALCON) (alternative with
smaller signatures
than ML-DSA).%?
Selected HQC KEM Code-Based General-purpose  key
establishment (backup
for ML-KEM)."

Lattice-Based
Leading PQC

C. A Look at
Cryptography: The
Candidate:

A majority of the algorithms selected
by NIST, including the primary standards
for key exchange (ML-KEM/Kyber) and
digital signatures (ML-DSA/Dilithium), are
Poonam Rahul Dubey & Dr.Pankaj Dixit

based on lattice-based cryptography.™ A
lattice is a regular grid of points extending
infinitely in all directions.®” Lattice-based
cryptography derives its security from the
presumed difficulty of solving certain
problems related to these structures, such as
the Shortest Vector Problem (SVP), which
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involves finding the shortest non-zero vector
between any two points in the lattice.”

These problems are believed to be
hard for both classical and quantum
computers  to  solve  efficiently.®’
Constructions like Learning with Errors
(LWE) and its more efficient variant,
Module-LWE (MLWE), form the basis of
the new NIST standards.®® While PQC
algorithms, particularly lattice-based ones,
often have larger key and signature sizes
compared to their ECC counterparts, they
offer the crucial property of quantum
resistance, ensuring the long-term security of
digital communications and infrastructure.®
The ongoing transition to these new
standards represents the most significant
cryptographic migration in decades and is a
critical undertaking for all organizations
operating in the cloud.

Conclusion:

This  comparative  study  has
illuminated the distinct yet complementary
roles of symmetric and asymmetric
cryptographic algorithms in securing data
within the complex landscape of cloud
computing. The analysis yields several core
conclusions:

1. A Fundamental Trade-Off: The
choice  between  symmetric and
asymmetric cryptography is governed
by a fundamental trade-off between
performance and key management.
Symmetric algorithms, exemplified by
AES, offer unparalleled speed and
efficiency, making them the only viable
choice for bulk data encryption.
However, they are encumbered by a
significant  key  distribution and
scalability ~ problem.  Asymmetric
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algorithms, such as RSA and ECC, are
computationally intensive and slow,
but elegantly solve the key distribution
problem, providing a scalable
foundation for authentication and
secure key exchange.

The Dominance of the Hybrid
Model: The practical resolution of this
trade-off is the hybrid cryptosystem.
This model, ubiquitously implemented
in protocols like TLS/SSL, leverages
asymmetric encryption for the secure,
one-time exchange of a session key,
and then uses fast symmetric
encryption for the actual
communication. This synthesis of
strengths is not a niche solution but the
de facto standard for securing data in
transit across all modern networks.
Cloud as Both Challenge and
Enabler: The cloud environment
amplifies  cryptographic  challenges
through its scale, shared infrastructure,
and dynamic nature. However, it also
provides powerful new tools to address
them. Cloud-native services like Key
Management Services (KMS)
democratize access to high-assurance
key management, enabling
organizations to implement
sophisticated strategies like envelope
encryption that were previously out of
reach for all but the largest enterprises.
The Inevitable Quantum Reckoning:
The advent of quantum computing
poses an existential and non-negotiable
threat to all currently deployed public-
key cryptography. The security of RSA
and ECC will be completely broken by
a cryptographically relevant quantum
computer. This reality mandates a
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global migration to Post-Quantum
Cryptography (PQC). The "Harvest
Now, Decrypt Later" threat vector
makes this transition an urgent priority
for any data with long-term
confidentiality requirements.

The landscape of digital security is
on the cusp of its most significant
transformation since the invention of public-
key cryptography. The transition to Post-
Quantum Cryptography is not a distant,
academic exercise; it is an impending
operational reality. Organizations that begin
the journey now—by inventorying their
cryptographic dependencies, architecting for
agility, and engaging with the new
standards—will be positioned to navigate
this shift seamlessly. Those that delay will
face a future where the foundational trust of
their digital infrastructure could evaporate
overnight. The prudent and necessary course
of action is to assume that the quantum
future will arrive sooner rather than later and
to act decisively to secure our data for that
eventuality.
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