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Abstract: 
Because of the fast growth of technology in this era of digitalization, the ways in which 

information is accessed, stored, and conveyed have been completely transformed. On the other 

hand, the ease of digital communication comes with the very important need of protecting 

sensitive information from being accessed by unauthorized parties. The field of cryptography, 

which has its origins in mathematics, and more specifically in number theory, is an essential 

component in the process of maintaining the secrecy and integrity of data. This paper 

investigates the enormous influence that number theoretic functions, including as prime 

factorization, modular arithmetic, and Euler's theorem, have had on the creation of current 

cryptographic protocols and the efficiency with which they operate. The purpose of this study is 

to get an understanding of the theoretical mathematical ideas that underlie practical 

cryptographic solutions by evaluating commonly used encryption and decryption algorithms such 

as RSA, Diffie-Hellman, and Elliptic Curve Cryptography. The research is conducted using a 

library research technique, which involves collecting information from a variety of sources, 

including books, academic papers, technical reports, and authoritative internet sites, in order to 

develop a full knowledge of the function that number theory plays in contemporary cryptographic 

design. 
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Introduction: 

During this period of rapid 

technological advancement, knowledge has 

emerged as one of the most important assets 

in the history of human existence. Protecting 

information from being accessed by 

unauthorized parties is of the utmost 

importance, regardless of whether it is being 

used for personal communication, financial 

transactions, national security, or innovation 

powered by data. Threats to the 

confidentiality, integrity, and authenticity of 

data are growing in tandem with the rising 

complexity and interconnectedness of 

technological systems. The answer to these 

problems may be found in cryptography, 

which is a branch of mathematics that 

focuses on the safe transformation and 

transfer of information. 

One of the most important aspects of 

contemporary cryptography is the use of 

number theory, which is a discipline of 

mathematics that is both traditional and 

profoundly influential. Number theory is 

concerned with the characteristics and 

interactions of integers. The foundation of 

cryptographic protocols is comprised of 

number theoretic functions. These functions 
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include modular arithmetic, Euler's totient 

function, greatest common divisors, prime 

factorization, and congruences. The creation 

of strong encryption and decryption 

algorithms is made possible by the fact that 

these mathematical concepts are not only 

rich in theoretical content but also powerful 

in actual application. 

The purpose of this study, which is 

headed "Exploring the Impact of Number 

Theoretic Functions in the Design of 

Modern Cryptographic Protocols," is to 

research the ways in which fundamental 

functions of number theory contribute to the 

structure, strength, and dependability of 

cryptographic systems that are extensively 

used. The RSA algorithm, the Diffie–

Hellman key exchange, and Elliptic Curve 

Cryptography (ECC) are some examples of 

cryptographic techniques that are 

investigated in order to highlight how 

number theoretic principles are used to 

secure the security, privacy, and integrity of 

data in a digital environment. 

Hacking, data breaches, and identity 

theft are just some of the cybercrimes that 

have increased in frequency as a result of 

the abuse of technology, despite the 

indisputable advantages that have been 

brought about by technological innovation. 

Unprotected or inadequately encrypted data 

is often the focus of these criminal 

activities, which take advantage of 

weaknesses in information systems. 

Cryptographic technologies reduce the 

likelihood of such dangers by encoding 

information in a way that makes it 

unreadable to individuals or organizations 

who are not authorized to access it. The 

reliability of the mathematical functions that 

serve as the foundation for the system is 

directly proportional to the strength of the 

encoding that is being performed. 

The purpose of this work is to 

bridge the gap between abstract number 

theory and its applications in the real world, 

namely in the field of cybersecurity, by 

conducting a comprehensive literature 

survey and theoretical investigations. The 

purpose of this work is to demonstrate the 

vital role that number theory plays in the 

protection of the digital infrastructure of 

contemporary civilization by examining the 

mathematical processes that are responsible 

for encryption methods. 

 

Method: 

An investigation of the influence 

that number theoretic functions have on the 

development of contemporary cryptographic 

protocols is carried out by use of a research 

approach known as bibliographic research. 

Through the examination of a broad variety 

of secondary sources, bibliographic research 

is a method that is generally recognized as 

being both efficient and successful in 

acquiring information that is both thorough 

and organized. Documents such as scholarly 

books, journals that have been subjected to 

peer review, academic papers, conference 

proceedings, and dissertations that are 

directly relevant to the subject matter are 

included in these sources. Gathering 

theoretical and conceptual insights that may 

help the understanding of how number 

theory contributes to the foundation and 

growth of cryptographic systems is the 

major purpose of this method. This 

technique was developed with the intention 

of achieving this objective. 

Editing, arranging, and locating are 

three crucial procedures that are used 

throughout the research process. These 

techniques are utilized to guarantee that the 

material that is gathered is reliable and 

relevant. Reviewing the gathered resources 

to ensure that they are full, consistent, and 

relevant to the primary research subject is an 

essential part of the editing process. It 

guarantees that only data that is clearly 

described and relevant will be taken into 

consideration for analysis. This refined 
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knowledge is organized into a logical and 

cohesive framework that fits with the study's 

emphasis areas, such as modular arithmetic, 

prime numbers, Euler's function, and their 

use in cryptographic algorithms like RSA 

and ECC. The term "organizing" refers to 

the process of arranging this information in 

a manner that is consistent with the study's 

focus areas. After that, the process of 

discovering entails locating significant 

themes, patterns, and theoretical 

contributions that have the potential to 

provide insightful information on the topic 

that is being investigated. 

After all of the pertinent information 

has been gathered and arranged, the analysis 

will go through three stages in sequential 

order: data reduction, data presentation, and 

data interpretation. The process of the 

information being summarized by removing 

just the most relevant parts that directly 

pertain to the function that number theory 

plays in cryptography is referred to as data 

reduction. Taking this step ensures that the 

research does not become overburdened 

with material that is either excessive or 

redundant, and that it maintains its focus. 

The presentation of the data comes next, 

after the material that has been summarized 

has been presented in a way that emphasizes 

the most important links and patterns. These 

may include the logical development of 

cryptographic functions, conceptual 

linkages, or mathematical correlations. In 

many cases, they are communicated via the 

use of descriptive narratives or visual aids 

such as flow diagrams and simplified 

mathematical representations. 

The interpretation of the data being 

collected is the last phase in this methodical 

technique. During this stage, the data that 

has been structured is subjected to a 

rigorous analysis by making use of 

conventional mathematical theories and 

cryptographic principles. The goal of this 

phase is to arrive at well-informed findings 

on the efficiency and significance of number 

theoretic functions in contemporary 

cryptographic design. It is the existence of 

solid, consistent, and convincing evidence 

that has been collected from authoritative 

sources that lends support to the findings. 

Using this strategy in a methodical manner 

assures that the research will provide a full 

and reliable evaluation of how abstract 

mathematical principles translate into 

practical solutions for safeguarding 

information in the digital world. 

 

Result & Discussion: 

Number theory is a fundamental 

subfield of pure mathematics that focuses 

largely on the study of integers and 

functions that are based on integer values. 

The difference between real numbers, which 

may include decimal or fractional values, 

and integers, which are sometimes known as 

whole numbers, is that integers are numbers 

that do not include any decimal components. 

Integers are values that can be represented 

by the symbols 8, 21, -5, and 0. Real 

numbers, on the other hand, may be 

represented by the symbols 8.0, 6.7, or 1.9. 

To have a complete grasp of number 

theoretic operations and how they are used 

in cryptographic systems, it is essential to 

have a clear comprehension of the 

difference between these two sets of 

numbers. 

One of the most important aspects of 

number theory is the way it deals with the 

division of integers. To be more specific, if 

both aaa and bbb are integers and an is not 

equal to zero, then aaa is said to divide bbb 

if there is an integer ccc that causes b to 

equal acb and acb to equal ac respectively. 

This characteristic is represented by the 

notation a∣ba \mid ba∣b, which symbolizes 

the fact that bbb may be divided by aaa 

without any residual. In addition to being an 

essential component in modular arithmetic 

and the development of cryptographic keys, 
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this fundamental divisibility condition 

serves as the foundation for a great number 

of theorems in the field of number theory. 

In the field of number theory, the 

Euclidean theorems are considered to be 

among the most important conclusions. 

These theorems play a crucial role in 

comprehending the fundamental nature of 

division and calculation of greatest common 

divisors. According to the Euclidean 

Division Algorithm, which is a basic 

theorem, for any two numbers mmm and 

nnn, where n>0n > 0n>0, there are unique 

integers qqq (quotient) and rrr (remainder) 

that exist in such a way that m=nq+rm = nq 

+ rm=nq+r, where 0≤r<n0 \ r < n0≤r<n. Not 

only does this theorem provide an organized 

method for splitting integers, but it also 

serves as the foundation for more complex 

number theoretic algorithms. One example 

of such an algorithm is the Euclidean 

Algorithm, which serves as the basis for 

determining the greatest common divisor 

(GCD). This technique is commonly used in 

contemporary cryptographic protocols such 

as RSA. 

Divisibility, remainders, and 

quotients are three fundamental but 

powerful features of integers that serve as 

the basis for a wide variety of encryption 

software and systems. The relevance of 

number theory in the field of data security is 

further emphasized by the fact that their 

behavior is consistent and predictable, 

which makes it possible for cryptographic 

systems to compute and encode securely. 

𝑚 = 𝑛𝑞 + 𝑟 

With 0 ≤ 𝑟 ≤ 𝑛. 

Number theory utilizes a notion 

known as the Greatest Common Divisor, or 

GCD for short. When two non-zero 

numbers, i and j, are provided, the GCD is 

the greatest integer i that divides both i and j 

to get the GCD. In the event that X is the 

GCD of X and X, then it may be represented 

as 

GCD(𝑎,𝑏) = 𝑑. 

It is claimed that two numbers, X 

and Y, are relatively prime if their Greatest 

Common Divisor (GCD) is equal to 1. As an 

example, the GCD(20,3) equals 1, which 

indicates that the numbers 20 and 3 are 

relatively prime. In the event that this is 

connected to a linear combination, then the 

numbers j and j are almost certainly prime. 

The numbers X and Y are hence 

𝑚𝑎 + 𝑛𝑏 = 1 

It is possible to define the GCD(x,y) 

as a linear combination of x and y, where 

the coefficients are integers x and y. In the 

event that X and X are both positive 

integers, then this is the case. 

GCD(𝑎,𝑏) = 𝑚𝑎 + 𝑛𝑏. 

The idea of modulo arithmetic is an 

essential one in the field of number theory. 

In mathematics, the number 𝑚 is referred to 

as modulo, and the arithmetic result modulo 

𝑚 is always an element of the set {0, 1, 2,..., 

𝑚 - 1}. The operation 𝑎 𝑙𝑜𝑑 𝑚 (pronounced 

"𝑎 𝑚𝑜𝑑𝑢𝑙𝑜 𝑚") yields the remaining when 

𝑎 is divided by 𝑚. Since 𝑚 is larger than 

zero, the operation returns the remainder. 

To be more specific, the equation 𝑎 

𝑚𝑜𝑑 𝑚 becomes equal to 𝑟, where 𝑎 is 

equal to 𝑚𝑞 plus 𝑟 and 0 is less than or 

equal to 𝑚. The integer 𝑚 is referred to as 

the modulus or modulo, and the arithmetic 

result modulo 𝑚 is always an element of the 

set {0, 1, 2, ..., 𝑚 − 1}. 

There is a notion in number theory 

known as congruency. If both 𝑎 and 𝑏 are 

integers and 𝑚 is more than zero, then 𝑎 is 

greater than 𝑏 (𝑚𝑜𝑑 𝑚) if and only if 𝑚 is 

less than or equal to 𝑏. Once it is determined 

that 𝑎 is not congruent to 𝑏 in terms of 

modulus 𝑚, the expression 𝑎 ≚ 𝑏 (𝑚𝑜𝑑 𝑚) 

is written. 

Suppose that X is a positive integer. 

 If c is any integer and c is more than 

or equal to Ν, then (𝑎 + 𝑐) is greater 

than or equal to (𝑏 + 𝑐)(𝑚𝑜𝑑 𝑚) and 

𝑎𝑐 is greater than or equal to 𝑏𝑐 
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(𝑚𝑜𝑑 𝑚), and 𝑎𝑝 is greater than or 

equal to 𝑏𝑝 (𝑚𝑜𝑑 𝑚), where 𝑝 is a 

non-negative integer. 

 In the event when 𝑎 is greater than 𝑏 

(𝑚𝑜𝑑 𝑚) and 𝑐 is greater than 𝑑 

(𝑚𝑜𝑑 𝑚), then the equation (𝑎 + 𝑐) 

is more than (𝑏 + 𝑑)(𝑚𝑜𝑑 𝑚) and 𝑎𝑐 

is greater than 𝑏𝑑 (𝑚𝑜𝑑 𝑚). 

When it comes to arithmetic with 

real numbers, the inverse of a number that is 

not zero is a fraction that is such that the 

product of the two is equal to one. The 

inverse of a non-zero number, denoted by 𝑽, 

is equal to 1/𝑎, where 𝑎 multiplied by 1 

equals 1. A symbol that represents the 

inverse of 𝑽 is 𝑽−1. One of the most 

challenging aspects of modulo arithmetic is 

determining the inverse modulo of an 

integer expression. When an integer 𝑎 (mod 

𝑚) is provided, if both 𝑎 and 𝑚 are 

relatively prime and 𝑚 is more than 1, then 

the inverse of 𝑎 (mod 𝑚) is possible. The 

inverse of 𝑽 (mod 𝑚) is an integer 𝑥 that is 

such that 𝑥𝑎 is greater than or equal to 1 

(𝑚𝑜𝑑 𝑚). It is also possible to write it as in 

other notation. 

𝑎−1(𝑚𝑜𝑑 𝑚) = 𝑥 

The concept of linear congruence 

refers to the combination of congruence and 

linear combination terms. a linear 

congruence that is shaped 

𝑎𝑥 ≡ 𝑏 (𝑚𝑜𝑑 𝑚) 

(the value of X is more than zero, 

the values of X and X are any integers, and 

X is an integer variable). The variable k is 

an integer that rounds the numbers 

beginning with k. 

In order to determine the greatest 

common divisor of two numbers, the 

Euclidean method is a well-known 

algorithm that serves this purpose. Euclid, a 

Greek mathematician, is credited with its 

invention. It is based on the repetitive use of 

the method for division. 

The algorithm of Euclidean Looking 

for the United Nations. Given two non-

negative integers, m and n, where m is 

greater than or equal to n, we can determine 

the UN by using the theorems that were 

discussed before. The procedures that we 

will take are as follows: 

 If n is equal to zero, then the 

function m is the GCD of m and n; 

however, if n is not equal to zero, go 

to step 2. 

 A residue, denoted by r, is obtained 

by dividing m by n. 

 The m value should be changed to 

the n value, and the n value should 

be changed to the r value. Follow 

this by returning to step 1. 

Here's an illustration, for example 𝑟0 = m 

and 𝑟1 = n 

𝑟0 = 𝑟1 . 𝑞1 + 𝑟2 ,  0 ≤ 𝑟2 < 𝑟1 

𝑟1 = 𝑟2 . 𝑞2 + 𝑟3 ,  0 ≤ 𝑟3 < 𝑟2 

⋮ 

𝑟n-1 = 𝑟n-1 . 𝑞n-1 + 𝑟n , 0 ≤ 𝑟n < 𝑟n-

1 

𝑟n = 𝑟n . 𝑞n + 0 

So you get: 

GCD(m, n) = GCD(𝑟0, 𝑟1) = GCD(𝑟1, 𝑟2) 

= …GCD(𝑟n-1, 𝑟n) = GCD(𝑟n, 0) = 𝑟n 

Example : m = 76, n = 16 

dan dipenuhi syarat m n 

76 = 4  16 + 12 

16 = 1  12 + 4 

12 = 3  4 + 0 

So you get: 

GCD(76,16) = GCD(16,12) = GCD(12,4) 

=GCD(4,0) = 4 

One of the most well-known 

algorithms is called the Euclidean 

algorithm. In honor of Euclid, a Greek 

mathematician who wrote about it in his 

work The Elements, it was given the name 

Euclid. 

In order to ensure the safety of 

information, cryptography is an essential 

component. The name "cryptography" 

originates from the Greek words "cryptos" 

and "graphein," which mean "secret" and 

"writing," respectively. There is a scientific 
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subject known as cryptography that focuses 

on the study of mathematical procedures 

that are connected to the protection of 

information. These techniques include 

authentication, integrity, and confidentiality. 

Cryptography, as defined by Schneier, is 

both the science and the art of ensuring the 

confidentiality of messages. Among them 

are the protection of secrecy, the guarantee 

of data integrity, the demonstration of the 

sender's identity, and the prevention of the 

sender's capacity to deny responsibility. 

The discipline of cryptography may 

be broken down into a number of technical 

concepts. The following is a collection of 

vocabulary related to cryptography that is 

often used: 

 The information is provided in a 

manner that is easily 

comprehensible to both the aural 

and visual senses. 

 That person or organization that is 

responsible for sending the message. 

 The individual who is the receiver of 

the message is the recipient of the 

communication. 

 Encoding ciphertext or 

communications is done with the 

purpose of preventing unauthorized 

individuals from reading through 

them. 

 The transformation of plaintext into 

ciphertext is accomplished via the 

process of encryption or encoding. 

 During the process of decryption or 

restoration, the ciphertext is 

converted back into the plaintext 

that was originally used. 

 algorithm for encryption and 

decryption, often known as a cipher. 

 In the process of encryption and 

decryption, keys or parameters are 

used. 

 It is possible that persons or 

computers may seek to intercept 

communications while they are 

being sent. These individuals or 

devices may be eavesdroppers. 

 The science and skill of 

deciphering ciphertext into plaintext without 

having knowledge of the key that was used 

is referred to as cryptoanalysis. An 

individual who engages in cryptanalysis is 

known as a cryptanalyst. In the ninth 

century, an Arab scholar by the name of 

Abu Yusuf Yaqub Ibnu Ishaq Ibn As-

Sabbah Ibnu 'Omran Ibnu Ismail Al-Kindi, 

or more often referred to as Al-Kindi, was 

the first person to suggest the development 

of cryptoanalysis. 

Cryptology (cryptology) or the study of 

cryptology and cryptanalysis. 

Over the course of thousands of 

years, cryptography has been an essential 

component of human civilization, 

developing both in terms of its complexity 

and its range of applications. In spite of the 

fact that the science of cryptography has 

evolved into a highly mathematical and 

complex area in recent years, its roots may 

be traced back to ancient times. In Ancient 

Egypt, approximately four thousand years 

ago, intricate and strange hieroglyphs were 

used to encrypt holy or secret information 

on the walls of pyramids. This is considered 

to be one of the oldest known applications 

of cryptography. In a similar manner, a 

number of ancient civilizations, such as 

those in Egypt, Greece, Rome, and India, 

established their very own versions of 

cryptographic systems in order to protect 

information and guarantee secrecy in 

communication. 

According to one example, the 

Scytale cipher was used in Ancient Greece 

about the year 400 B.C. It was a 

transposition cipher that needed a certain 

instrument, which was a cylindrical rod, in 

order to decipher a concealed message that 

was inscribed on parchment. In the Indian 

subcontinent, the knowledge of 

cryptography may be traced back to the 
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ancient treatise known as the Kama Sutra. 

This text specifically provided women with 

instructions on how to write secret 

messages. Mulavediy is a more complex 

cipher that is based on alternative alphabets, 

while Kautiliyam is a technique of 

encrypting information that includes 

replacing letters in a manner that makes use 

of phonetic similarities. Both of these 

methods are described in the book. The 

aforementioned examples demonstrate that 

cryptography was not just used as a means 

of maintaining political or military secret, 

but it was also deeply ingrained in both 

cultural and personal communication. 

Significant progress was made in the 

field of cryptography throughout the Islamic 

world, notably during the time of the 

Abbasid Caliphate. A academic publication 

titled "The Arab Origins of Cryptology," 

which was released by the King Faisal 

Center for Research and Islamic Studies in 

Saudi Arabia, provides documentation of 

the contributions that Arab intellectuals 

have made in the fields of mathematics and 

linguistics. They were the first to develop a 

number of methods in substitution and 

frequency analysis, which ultimately laid 

the groundwork for contemporary 

cryptanalysis methodology. 

The field of cryptography had a 

renaissance during the Renaissance period 

in Europe, which lasted from the 15th to the 

16th century. This led to its rise to 

prominence in diplomatic and military 

settings. The use of codes and ciphers 

became essential for the protection of state 

secrets, and several rulers made use of 

expert cryptographers in order to work on 

the development of secure communication 

networks. During the Middle Ages, a 

number of different coding techniques came 

into existence. Some of these methods set 

the foundation for encryption approaches 

that are still being researched today. This 

lengthy and varied history highlights the 

everlasting significance of cryptography 

throughout many cultures and time periods. 

It illustrates the growth of cryptography 

from a simple application of symbol 

substitution to the intricate number-theoretic 

algorithms that are used in modern digital 

security. 

 The French diplomat Blaise de 

Vigenere is credited with being the 

first person to publish the Vigenere 

Cipher, which is a system of 

cryptography established in 1586. 

 A British ambassador by the name 

of Lord Playfair was the one who 

advocated for the use of a particular 

cryptographic method known as the 

Playfair Cipher. In the year 1854, 

Charles Wheatstone was the one 

who brought it into existence. 

There was also a sad outcome 

associated with cryptography. During the 

17th century, Queen Mary of Scotland was 

apprehended when her encrypted 

communication, which included a plot to 

kill Queen Elizabeth I, was successfully 

translated by Thomas Phelippes, a code 

breaker, while she was being held captive. 

The message contained a plan to kill 

Elizabeth I. Additionally, cryptography was 

used during the Second World War. 

"Enigma" was the name of the encryption 

machine that was developed by the Nazi 

regime of Germany. The Enigma was 

successfully cracked by the Allies. There is 

a widespread belief that the fact that Enigma 

was successfully solved was one of the 

factors that contributed to the comparatively 

short length of World War II. 

Algorithms that are derived from number 

theory are used in cryptography. There are 

many different cryptographic algorithms, 

such as the RSA method, the Elgamal 

algorithm, the Diffie-Hellman key exchange 

algorithm, and the knapsack mathematical 

algorithm. In addition, cryptographic 

algorithms may be divided into three 
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categories: symmetric key cryptography, 

asymmetric key cryptography, and hash 

function cryptography. 

An method that employs the same 

key for both encryption and decryption is 

referred to as symmetric key cryptography. 

Additional names for this approach are 

private key cryptography and secret key 

cryptography.This time-honored method has 

been in use for more than four thousand 

years. That the receiver has access to the 

key is necessary in order for them to be able 

to decode a message that was delivered 

using this technique. Messages that are sent 

using this technique are completely secure 

since the key is the only thing that matters. 

If someone has access to the key, they are 

able to both encrypt and decode the 

communication. 

 
Figure 1. Symmetric Key Cryptography 

Concept Algorithms that use symmetric keys 

include: 

 RC2, RC4, RC5, RC 6 

 On Time Pad (OTP) 

 Data Encryption Standard (DES) 

 Advanced Encryption Standard 

(AES) 

 International Data Encryption 

Algorithm (IDEA) 

 A5, dan lain sebagainya. 

Asymmetric key cryptography, 

which is also known as public key 

cryptography, employs key pairs that are 

distinct for the purposes of encryption and 

decryption. The key is broken up into two 

halves using this algorithm, which are as 

follows: 

 An example of a public key is one 

that is publicized and accessible to 

the whole public. 

 A key that is kept hidden (private 

key), a key that is only known to 

one person, and a key that is kept 

secret. 

These keys are connected to one 

another in some way. It is possible to 

encrypt communications using a public key, 

but it is not possible to decode messages 

with a public key. Those who are in 

possession of the secret key are the only 

ones who are able to decode the 

communication. Compared to symmetric 

algorithms, asymmetric algorithms provide 

a higher level of security when it comes to 

the transmission of messages. 

 

 
Figure 2. Asymmetric Key Cryptography 

Concept Algorithms that use public keys 

include: 

 Digital Signature Algorithm (DSA) 

 RSA 

 Diffle-Hellman (DH)\ 

 Elliptic Curve Cryptography (ECC) 

 Quantum Cryptography 

In mathematics, a hash function is a 

function that takes an input of variable 

length and turns it into a binary sequence of 

fixed length. This function is also often 

known as a one-way function, message 

digest, compression function, or message 

authentication code (MAC). For the purpose 

of generating a fingerprint of a message, the 

Hash function is often used. Fingerprinting 

is a method that may be used to verify the 

validity of a communication and guarantee 

that it has not been altered in any manner. 
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Figure 3. Asymmetric Key Cryptography 

Concept Commonly used hash functions 

include: 

 MD5 

 SHA-1, SHA-2, SHA-3 

 MAC 

RSA is a public-key method that is 

extensively used and has a variety of 

applications. In the year 1976, three 

academics working at the Massachusetts 

Institute of Technology named Ronald 

Rivest, Adi Shamir, and Len Adleman made 

the discovery. A combination of the initials 

of their last names led to the creation of the 

acronym RSA. The security of the RSA 

method is based on the difficulty of 

factoring huge numbers into prime factors. 

This issue is the foundation of the 

algorithm. 

The security provided by RSA is 

comprised of the difficulty of factoring the 

number 𝑛 into its prime components, which 

are 𝑝 and 𝑞, where 𝑛 is equal to 𝑝 multiplied 

by 𝑞. After factoring 𝑛 in 𝑝 and 𝑞, it is 

possible to calculate (𝑛) by multiplying (𝑝-

1) by (𝑞-1). In the event that the encryption 

key j is not kept a secret, the decryption key 

j may be derived from the congruence 

relationship. 

𝑒𝑑 ≡ 1 (𝑚𝑜(𝑛)). 

To ensure that the product of RSA = 

RSA x RSA is more than 200 digits, the 

author of the RSA algorithm suggests that 

the values of RSA and RSA should be 

greater than 100 digits. Both of these 

numbers should be greater than 100 digits. It 

should be brought to your attention that the 

factoring algorithms that are now available 

that are the quickest are of a high 

complexity. 

There is currently no method that can factor 

huge numbers in polynomial time for an 

integer b that is of length b. As a result, the 

RSA technique is still deemed to be secure 

at this moment. It takes more time to factor 

an integer that is longer than the length of 

the integer. 

Despite the fact that the RSA 

method contains a number of flaws, it is 

nonetheless commonly used nowadays. 

These symmetric-key cryptography 

methods, such as DES and AES, are far 

faster than this one. When it comes to 

encrypting communications, the RSA 

technique is not used; rather, it is utilized to 

encrypt the symmetric key, also known as 

the session key, with the public key of the 

receiver of the message. A symmetric 

technique, such as DES or AES, is used to 

encrypt the communications themselves 

using a secure encryption method. While the 

RSA technique is being used, the message 

and the symmetric key are both being sent at 

the same time. After that, the receiver uses 

their private key to decrypt the symmetric 

key, and then they use the symmetric key to 

decode the message after that. 

In the year 1985, Taher Elgamal was 

the one who came up with the Elgamal 

algorithm, and it was first published in a 

paper that was named "A public key 

cryptosystem and a signature scheme based 

on discrete logarithms" was the title of the 

paper in which it was first introduced. The 

security of discrete logarithms is based on 

the fact that it is difficult to actually 

compute them. When x is determined to 

look like a prime number, this issue occurs 

when g and y are random numbers and x is 

found to be a prime number. 

𝑔𝑥 ≡ 𝑦 (𝑚𝑜𝑑 𝑝) 

The Elgamal algorithm's data encryption 

process may be broken down into the 

following steps: 

 The plaintext should be organized 

into chunks. 
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 In order to satisfy the condition that 

1 ≤ 𝑘 ≤ 𝑝 −2, choose a random 

integer 𝑘. 

 The formula is used to encrypt each 

individual block. 

𝑎 = 𝑔𝑘 𝑚𝑜𝑑 𝑝 

𝑏 = 𝑦𝑘𝑚 𝑚𝑜𝑑 𝑝 

The Diffie-Hellman key exchange 

algorithm was developed by Whitfield 

Diffie and Martin Hellman. They are the 

authors of the algorithm. This approach 

makes it possible for two entities that are 

talking with one another to share the same 

secret key. This secret key is then used to 

encrypt communications utilizing symmetric 

key cryptographic algorithms like DES and 

AES. The fact that discrete logarithms are 

difficult to compute allows the approach to 

be considered safe. 

The cryptographic technique known 

as the Knapsack algorithm, which is often 

referred to as the Merkle-Hellman 

algorithm, was discovered by Ralph Merkle 

and Martin Hellman in the year 1978. Early 

on in the history of cryptography, it was a 

public key algorithm. The Knapsack 

dilemma serves as the impetus for this. In 

the field of algorithm theory, the knapsack 

problem is a well-known example of an NP-

complete problem, which indicates that it 

cannot be solved in polynomial quantities of 

time.Messages are encoded as a sequence of 

solutions using the knapsack cryptographic 

method, which makes use of this issue. For 

the purpose of this procedure, each weight 

(wi) in the knapsack problem functions as a 

secret key, and the plaintext bits are used to 

represent one another. 

As a symmetric encryption and 

decryption technique, the Advanced 

Encryption Standard (AES) algorithm 

makes use of the same key. AES-128, AES-

192, and AES-256 are the three key choices 

that it offers. Each of these key options has 

a unique internal key that is referred to as 

the round key for each round procedure.  

 

Conclusion: 

One of the most basic areas of 

mathematics, number theory has a broad 

range of applications, notably in the realm 

of cryptography. Cryptography, at its 

foundation, is the science of transforming 

information that is meaningful or readable 

into a format that is unreadable or 

meaningless. This process is referred to as 

encryption, and it is followed by the process 

of decryption, which changes the 

information back to its original form. For 

the purpose of preserving the secrecy, 

integrity, and validity of information carried 

out via digital communication, this change 

is very necessary. Through the use of certain 

mathematical functions and algorithms, 

cryptography guarantees that only 

authorized users are able to access sensitive 

data, so protecting it from any possible 

dangers or disclosures that are not 

permitted. 

A significant contribution to the 

improvement of data security is made by 

cryptography in the technologically 

advanced world of today. The technology is 

incorporated into a wide range of 

applications, including secure 

communications and data storage, as well as 

online banking and e-commerce 

transactions. The fundamentals of number 

theory provide the foundation upon which 

many cryptographic systems are built, 

providing them with both strength and 

dependability. A significant amount of 

reliance is placed on number theoretic 

principles such as prime factorization, 

modular exponentiation, and discrete 

logarithms by well-established 

cryptographic algorithms such as RSA, 

ElGamal, the Diffie–Hellman key exchange, 

and knapsack-based systems. Not only are 

these algorithms technically good, but they 

are also computationally resilient, which 

means that they are acceptable for use in 
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symmetric as well as asymmetric encryption 

systems. 

Whether it be for speed, degree of 

security, key distribution, or system 

efficiency, the selection of an acceptable 

cryptographic algorithm is primarily 

determined by the purpose for which it is 

designed. In light of the fact that 

cybersecurity threats are always evolving, it 

is essential that cryptographic algorithms 

that are based on number theory continue to 

be developed and improved. In light of this, 

cryptography, which is enabled by number 

theory, continues to be an essential 

component in the development of secure 

technical practices. 
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